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Chapter 4. Finite Fields
4.16. For polynomial arithmetic with coefficients in Z10, perform the following calculations
a. (7x+2)-(x2+5)
b. (6x2+x+3)*( 5x2+2)
4.17. Determine which of the following are reducible over GF(2)
a. x3+1
b. x3+ x2+1
c. x4+1
4.18. Determine the gcd of the following pairs of polynomials:
a. x3+ x2+1 and x2+ x+1 over GF(2) (Answer:1)
b. x3-x+1 and x2+1 over GF(3) (Answer:1)
c. x5+ x4+ x3-x2-x+1 and x3+ x2+x+1 over GF(3) (Answer:x+1)
d. x5+ 88x4+73 x3+83x2+51x+67 and x3+ 97x2+40x+38 over GF(101) (answer: x+78)
4.19. Determine the multiplicative inverse of x3+ x+1 in GF(24) with m(x)= x4+x+1 (answer: x2+1)
Chapter 5. AES
5.1. show that a(x)={03}x3+{01}x2+{01}x+{02} and b(x)={0b}x3+{0d}x2+{09}x+{0e} are multiplicative inverses mod(x4+1) where coefficients of the polynomials are from GF(28) with irreducible polynomial m(x)=x8+x4+x3+x+1.
5.2. a. what is {01}-1 in GF(28)
	b. verify the entry for {01} in the S-box
5.3. Show the first eight words of the key expansion for a 128-bit key of all zeros
5.4. Given the plaintext {000102030405060708090a0b0c0d0e0f} and the key {01010101010101010101010101010101}
a. show the original contents of state displayed as 4x4 matrix
b. show the value of State after initial AddRoundKey
c. Show the value of State after SubBytes
d. Show the value of State after ShiftRows
e. Show the value of State after MixColumns
5.5. Show that x imod(x 4+1)=ximod4
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5.5 ltis easy to see that x* mod (x* + 1) = 1. This is so because we can write:
=[lxx+1]+1
Recall that the addition operation is XOR. Then,
x¥mod (x* +1) = [x*mod (x* + )] x [x* mod (x* +1)]=1x1=1

So, for any positive integer a, x* mod (x* + 1) = 1. Now consider any integer i of
the form i = 4a + (i mod 4). Then,

ximod (x* + 1) = [(x*3) x (ximod 4)] mod (x4 + 1)
=[x*mod (x* + 1)] x [ximod4 mod (x4 + 1)] = ximed4

The same result can be demonstrated using long division.
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5.1 We want to show that d(x) = a(x) x b(x) mod (x* + 1) = 1. Substituting into Equation
(5.1) in Appendix 5A, we have:

dy) [ag a3 ay qby] [02 03 o1 o1]oE] [1
dy| |a, ay a3 alb| |01 02 03 o109 |o
d|"lay a ay as|by| |01 01 02 o03fop|" |0
ds| las @ @ albs| [03 o1 o1 o02]0B| |0

But this is the same set of equations discussed in the subsection on the MixColumn
transformation:

{OE} « {02}) {0B} {0D} ({09} » {03}) = {01}
{09} « {02}) {OE} {0B} ({0D} * {03}) = {00}
(0D}  {02}) {09} {OE} ({0B} * {03}) = {00}
(0B} « {02}) {OD} {09} ({OE} * {03}) = {00}

The first equation is verified in the text. For the second equation, we have {09} ®
{02} = 00010010; and {0D} » {03} = {0D}  ({0D} » {02}) = 00001101 00011010 =
00010111. Then
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09} » {02} = 00010010
OE} 00001110
0B} 00001011
0D} » {03} = 00010111

00000000

For the third equation, we have {0D} ¢ {02} = 00011010; and {0B} * {03} = {0B}
({0B} * {02}) = 00001011 00010110 = 00011101. Then

0D} » {02} = 00011010
09} = 00001001
OE} 00001110
0B} ¢ {03} = 00011101

00000000

For the fourth equation, we have {0B} ® {02} = 00010110; and {0E} ® {03} = {OE}
({0E} * {02}) = 00001110 00011100 = 00010010. Then

0B} ¢ {02} = 00010110
0D} = 00001101
09} = 00001001
OE} » {03} = 00010010

00000000
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52 a. {01}
b. We need to show that the transformation defined by Equation 5.2, when
applied to {01}, produces the correct entry in the S-box. We have
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The result is {7C}, which is the same as the value for {01} in the S-box (Table

5.4a).
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5.3 w(0) = {00 00 00 00}; w(1) = {00 00 00 00}; w(2) = {00 00 00 00}; w(3) = {00 00 00 00};
wi4) = {62 63 63 63}; w(5) = {62 63 63 63}; w(6) = {62 63 63 63}; W(7) = {62 63 63 63}
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