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Abstract

In this paper, a novel mechanism using modulus operations to incorporate secret
data (with image form) into a host-image is proposed. The used modulus is a threshold
value that indicates how many bits of the secret image are being incorporated into the
host-image. In our scheme, there are two kinds of secret images processed. The capac-
ities of these two types are half the size and a quarter the size of the chosen host-image,
respectively. As can be seen in the result of our experiment, not only can the secret
images be totally embedded, but the extra information, such as the auxiliary table,
assisting the secret extraction is released as well. Even then, there is still space remaining
after the hiding procedure is completed. The result is a higher capacity exploration for
embedding the secret into a host-image. Upon inspection of the quality of the stego-
image using the measurement of PSNR it is noted that not only does the image display
make the grade of the human vision system, i.e., it is imperceptible by human eyes as far
as the embedded secret is concerned, but also the valued results of PSNR remain suffi-
ciently stable for a variety of host-image selections. Therefore, our proposal scheme is
notably superior to those in the previous literature [IEE Proc.—Vision Image Signal
Process. 147(1) (2000) 29]. The advantages of this proposed scheme are the higher
capacity exploration on secret embedding, and better stability on stego-image displays.
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1. Introduction

In recent years, another branch of research, in addition to the cipher-based
cryptosystem has been exploring security issues. This new branch is called
information hiding. The main difference between the two branches is that
the secret is encrypted as cipher text of a random-number form in the
cipher-based cryptosystem, whereas with the information hiding system, the
secret is embedded into the meaningful medium, such as image, or video dis-
play so that the embedded secret is kept imperceptible to human vision when
looking at the medium that embeds the secret. That is to say, in information
hiding, not only is the secret kept inside the medium, but also the display
fidelity of the medium that embeds the secret is almost the same as the orig-
inal one. Therefore, several researchers [1,4,6,8-12,14-24] have paid much
attention to information hiding. In principle, the explorations of information
hiding are divided into two categories: watermarking and steganography is-
sues. The former study is aimed at the protection of authorized image data
and the latter one is focused on the data embedding procedure of how to de-
velop the capacity for an embedded secret. More specifically, information hid-
ing is a means of securely hiding representative digitized information (secret)
into a cover-medium such that the activated medium is still meaningful as a
visual view, where the activated medium is usually called the stego-medium.
Without loss of generality, a mature information hiding exploration is com-
prised of some key requirements: transparency, universality, robustness,
capacity and security [1]. For transparency, it is required that the two images
of “with embedding secret” and ‘“‘without embedding secret” are indistin-
guishable to human sight. The two compared images are regarded as the same
without causing any suspicion. Besides, it should conform to the purpose of
“seeing is believing” surveyed in [10]. The universality is used to authenticate
the ownership for a receiving image. It is required that the content is univer-
sal, recognizable and unambiguous for the intended people, when the secret is
extracted from the stego-medium. As to the feature of robustness, it is re-
quired that the stego-medium is supposed to be damage-resistant. In particu-
lar, it must be able to resist against those frequent image processes, such as
image filtering, image compression. When it comes to capacity, it is required
to keep the secret as much as can be embedded in a given medium. In contrast
to robustness, in general, a medium holding a higher capacity is vulnerable to
damage by frequent image processing. The tradeoff for gaining the benefit of
strong robustness and high capacity always relies on the physical demand for
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hiding the secret. And last the security requirement. For security reasons, it is
required to correctly conjecture the pixels/regions into which the secret is
embedded at a very low possibility. In addition, the secret must be unable
to be arbitrarily removed or altered by anyone but the owner. In general
implementation, the security is fulfilled by either the encryption manipulation
using private-key/public-key system or through pseudo-random generation
using a seed key. In either case, no matter which scenario is applied, the used
keys are kept secret in the information hiding system, only known to the legal
inspectors.

Over the past years, many literatures discussed the technique of informa-
tion hiding. Up until now, there are two techniques developed in informa-
tion hiding, spatial-domain manner [1,18,20] and frequency-domain manner
[4,6,9,12,14,19]. Owing to the fact that the media considered in these literatures
are image illustrations, we therefore will include images in our discussions. The
so-called spatial-domain refers to the fact that the secret is mixed into the dis-
tributed pixels (regions) directly. While in the frequency-domain, it is necessary
to transform the host-image first using a frequency-oriented mechanism, such
as a DCT-based, wavelet-based, etc., after which the secret is then combined
with the relative coefficients in the frequency-form image. Let us take another
look at the spatial-domain manner. Generally speaking, it is simpler to achieve
the goal of information hiding in the course of secret embedding. The least sig-
nificant bit (LSB for short) secret embedding or LSB-like embedding is the
most commonly used method in the spatial-domain approach. Surveying the
past literatures it was found that the method proposed in [23] is not a totally
genuine embedding procedure. The reason for this is that the auxiliary table
generated in their scheme is needed in the course of the secret extraction phase.
In other words, the secret revelation is conducted with the cooperation of the
stego-image and the auxiliary table. This causes the problem that the created
auxiliary table occupies extra space. It does not conceal the table so that such
method becomes a partial embedding procedure, not a totally genuine embed-
ding procedure. Even though the auxiliary table is embedded into the host-
image, it will degrade the quality of the stego-image. Accordingly, we proposed
a modulo-oriented mechanism to realize a genuine data embedding procedure.
We were able to embed/extract a secret without the auxiliary table. In addition,
we retained the same high quality after embedding the secret into the host-im-
age. That is to say, a genuine secret embedding procedure is proposed in our
scheme.

The rest of our paper is organized as follows: a brief review for the past lit-
erature is given in Section 2. In Section 3, we depict our scheme using modulo
operator for embedding secret image. Next, the empirical experiments and per-
formance analyses are presented in Section 4, and we conclude our scheme in
Section 5.
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2. Brief review of Wu et al.

In the past, Wu and Tsai [23] proposed an image hiding scheme in which the
gray values of consecutive image pixels are analyzed and the secret is then
embedded against the human visual system. Owing to the fact that the intensi-
ties of neighboring pixels in an image are usually similar, a difference image is
therefore generated by differing the neighboring pixels in an image. With two
processed images, one is the secret image, the other one is the host-image,
the histograms of the two difference images are quite similar in shape. Wu
et al. embedded the secret image into the host-image by replacing the gray
value between the secret difference image and the host difference image. Mean-
while, range tables are required to record the location of the host difference
image when embedding the secret difference image. Afterwards, an inter-med-
ium image is formed together with the range tables. Finally, the inter-medium
image is then transformed into the stego-image by the inverse differencing man-
ner. The range table is named as the leading information in Wu et al.’s scheme,
which must be used in the extraction process to get the embedded secret image.
The leading information is put on an available place in the network, or hidden
into the host-image directly for later use in the extraction process. When con-
sidering the process of leading information, this is clearly a space-consuming
image hiding process in that we need to create extra space to store it. If the
leading information is also embedded into the host-image, the image quality
of the stego-image will become degraded after the process. Even the PSNR
measurement is less than 30 dB in their scheme after embedding the leading
information, as for example, the case of embedding the secret image,
‘Mandrill’.

The remarked advantage in [23] is the concept of difference image. Accord-
ingly, the highest embedded capacity is able to promote half a host-image. But,
the drawback in this scheme is that the leading information (range table),
which is the index table indicating the pixel location associated with the embed-
ding secret image, is an additional requirement. Even the space occupied by the
leading information is much greater than the embedded secret image space. Be-
sides, the system requires extra effort to encrypt the leading information for
security considerations. The leading information could be embedded into the
stego-image, but then the quality of the stego-image will become even worse
than before. Therefore, the leading information becomes a significant burden
in their scheme.

In this paper, we therefore proposed a scheme that remedies such deficien-
cies in [23]. We also performed the relevant experiments in which two kinds
of secret images sized one half and one quartersize of the host-image are proc-
essed. When observing the result of our experiment, not only can we totally
embed all the secret images but the extra information assisting the image
extraction is released as well. Furthermore, the quality of the stego-image
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measured by PSNR is acceptable for human vision and stable under diverse
host-image processes.

3. Our scheme using modulo operator for embedding secret image

Owing to the technique of the data embedding procedure explored in our
scheme, it is subject to the spatial-domain manner. Therefore we need to
deliberately observe the special characteristics among the pixel distributions
in the host-image (which means cover-image in Section 2) and the secret im-
age, so as to imperceptibly embed the secret image into the host-image. As a
matter of fact, the pixel of gray-value in the secret image is able to be treated
as a bit-sting of 8-bit. By concatenating all pixels of bit-string form in the se-
cret image, it will turn into a long 0/1 pattern bit-string representation in-
stead. For a bit pattern with fixed-length /, the corresponding decimal
integer is supposed to fall into the range of [0,2' — 1]. Clearly, an integer
in the range of [0,2' — 1] is a remainder integer on modulo 2’. In this paper,
we postulate that an integer of bit-length /, which is the part of the secret im-
age of the bit-string is able to be generated by the pixels in the host-image,
where the specified integer of bit-length / is the remainder under modulo
2!, Collecting all the generated remainder integers, the secret image is then to-
tally revealed. Inspired by the merits as mentioned above, we explore the
modulus relationship between the chosen pixel in the host-image and the se-
cret image of bit-string form in our scheme. Without loss of generality, there
are three phases for carrying out the secret hiding procedure. The first one is
the pre-processing phase of bit-string transformation in which the security
consideration is imposed. The second one is the secret embedding phase in
which the numeric relationship is established between the randomly chosen
pixel in the host-image and the secret image. The third one is the bit-string
extraction and secret image revelation phase in which each pixel of the secret
image is recovered through the modulus operation. The three phases are de-
tailed as follows:

Phase I ( Pre-processing phase): [Bit-string transformation ]

Input: The secret image S.

Output: The secret bit-string B,.

Step 1: Order all pixels in S in a top-to-down and left-to-right way.

Step 2: Represent each pixel in an 8-bit length, and concatenate these bits to
be a long bit-string.

Step 3: Encrypt the bit-string generated in Step 2 using the DES-like crypto-
system.

Step 4: Output the encrypted bit-string B.
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Phase II: [Secret embedding ]

Input: The host-image C, bit-string By, seed key SK and two modulus num-

bers m, and m;,.

Output: A stego-image SI.

Step 1: Randomly choose a pixel P.(i) in C by using the pseudo-random-
number generator with SK, where P.(i) denotes the intensity of
the ith pixel with the linear order of top-to-down and left-to-right in C.

Step 2: Set the threshold value 7 and the two modulus values m,,m;. Then
compute the residue RES and the possible embedded capacity EC
as the following procedure:

IF P(i)>T
Compute EC = |log,m,|, (1)
Compute RES = P.(i)mod m,. (2)
ELSE
Compute EC = |log,m, |, (3)
Compute RES = P (i)mod m,;. 4)

Step 3: Compute a difference value D such that
D = |RES — DEC|, (5)

where DEC is the decimal value of EC bit-length fetched from B,.

Step 4: Embed DEC into the pixel P.(i) by performing the following process
(here, we pre-define P(i) as the intensity of the ith pixel after embed-
ding DEC).

o Case I: P.()<T:

1. IF P.(i) <%
Assign Py(i) = 0 + DEC. (6)

2. IFZ<P(i)<T -2
IF D >

Compute the adaptable value AV = m; — D. (7)

IF RES > DEC
Compute P(i) = P.(i) + AV. (8)
ELSE
Compute P(i) = P.(i) — AV. 9)
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IFD<

Compute AV = D. (10)
IF RES > DEC

Compute P,(i) = P.(i) — AV.
ELSE

Compute P(i) = P.(i) + AV.
3. IF (T-%) <P()<T
Compute P,(i) = P.(i) — RES + DEC. (11)

e Casell: P.(i) > T:

L. IF P.(i) > (255 — "+ 1)

Compute P,(i) = (255 —m, + 1) + DEC. (12)
2. IF (T+%) < P.(i) < (255 -2+ 1)
IF D > =
Compute AV = m, — D. (13)
IF RES > DEC
Compute P(i) = P.(i) + AV. (14)

ELSE

Compute P,(i) = P.(i) — AV.
IF D <%
Compute AV = D.

IF RES > DEC
Compute P,(i) = P.(i) — AV.
ELSE

Compute P(i) = P.(i) + AV.
3. IF T < P(i) < (T+™)

Compute P,(i) = P.(i) — RES + DEC.
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Step 5: Output the stego-image SI containing the Py (i)s of embedded
secret B,.

There numerous image experiments have been performed by the procedure
of our Phase II to illustrate the feasibility and efficiency of our mechanism. We
shall explain the results in later Section 4. Next we give the last phase, Phase
II1, extracting the secret image from the stego-image.

Phase III: [Bit-string extraction and secret revelation]

Input: The stego-image SI, the seed key SK, the threshold value T the two
parameter m, and my; and the decryption key of DES-like crypto-
system.

Output: The extracted bit-string of B, and original secret image S’

Step 1: Find the secret embedding pixel Py (i) in SI by using the pseudo-ran-
dom-number generator of seed SK.

Step 2: Compute RES and EC according to the following two cases.

o Case I: P,(i)<T:
Compute RES = P(i)mod m;. (15)

Compute EC = |log,m;|.
e Casell: P(i) > T:
Compute RES = Py(i)mod m,,. (16)

Compute EC = |log,m,].

Step 3: Translate the RES into the bit representations with EC bit-length.

Step 4: Repeat Steps 1-3 until all the embedded bits of B, are recovered. Then
decrypt B to the original bit-string under the DES-like crypto-system
with the given decryption key.

Step 5: Separate the long bit-string decoded in Step 4 with a block of 8-
bit. Then reconstruct the original secret image S’ of gray-level still
image.

4. Empirical experiments and discussions

4.1. Empirical experiments

In our scheme, the host-image used in our scheme is a pixel of gray-level
with 256 intensity distribution, and of a size containing 512 x 512 pixels, as
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shown in Fig. 1. With regard to the embedded secret images, which are also of
gray-level images with a pixel of 256 intensity distributions. Here, there are two
kinds of embedded secret images considered in our experiment, of size
256 x 512 and 256 x 256, respectively, as shown in Figs. 2 and 3. As observed
from our experiments, the remarkable stability of our proposed scheme is
shown when compared with the previous literature [23]. The most important
aspect of our scheme is that the auxiliary table is no longer needed, but that
the high capacity remained. In the following paragraphs, the practical param-
eters used in our experiments are depicted to illustrate the proposed secret hid-
ing procedures.

Despite the embedded secret image being 256 x 512 or 256 x 256, the thresh-
old value T picked in our algorithm is empirically set at the intensity value of 160.
Consider the first case of embedded image with size 256 x 512. Owing to the fact
that this size is one half of the host-image, the possible changed bits of a pixel in
the host-image are thus at least 4 bits. Accordingly, the modulus values m,, and my;

Fig. 1. Four host-images with sizes of 512 x 512 for experiment use: (a) mandrill, (b) peppers, (c)
jet, and (d) Lena.
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Fig. 2. Four embedded images with sizes of 256 x 512: (a) mandrill, (b) peppers, (c) jet, and (d)
Lena.

Fig. 3. Four embedded images with sizes of 256 x 256: (a) mandrill, (b) peppers, (c) jet, and (d)
Lena.

are set at 32 and 16, respectively. In a sense, the modulus 32 is set to accommo-
date the embedding of a 5-bit pattern in the situation that the chosen pixel of the
host-image is greater than 7. On the other hand, the modulus 16 is set to accom-
modate the embedding of a 4-bit pattern on the condition that the pixel of the
host-image is less than 7. Next we turn to examine the case of embedding the im-
age of size 256 x 256. Similarly, the two values m, = 8 and m; = 4 are set, respec-
tively. This means that the input embedded secret is either a 3-bit or a 2-bit
pattern each time in the image embedding procedure. So, it is perceivable, due
to the fact that there are less bits being mixed with the chosen pixel in the
host-image so that the display quality will not degrade too much, i.e. the visual
effect with the smaller secret image embedding is better than that of the larger
one. In Figs. 4-7, we show the relevant results of our experiment with embed-
ding/extracting the two difference kinds of secret images of sizes 256 x 512 and
256 x 256, respectively. Furthermore, Table 1 is given to show the qualities of
the experimented images in our scheme, where the posted numbers are measured
by the criterion estimation of peak-signal-to-noise ratio (PSNR).
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(

Fig. 4. Four stego-images after embedding Fig. 2(a)—(d) using the host-image of ‘mandrill’.

Let us analyze Table 1 as shown in this paper. The PSNR performed for
embedding the image of size 256 X 512 in our scheme ranged in the intervals
of 30.23-31.65, which is higher than the standard measurement of 30 dB. This
means that the secret which is stored behind the host-image is imperceptible to
human vision. Although the PSNR measure in the compared literature [23] is
almost higher than our scheme, the problem is that the auxiliary table is not
included into the embedding procedure. This is contrary to a genuine secret
embedding procedure. Moreover, the range of 28.2-40.53, it turns out that
for measuring a variety of host-images the PSNR is unstable and is dependent
on the chosen host-images. As regarding the case of embedding the secret im-
age of size 256 x 256, the PSNR measurement in our scheme ranged between
42.92-44.39, which is considerably higher than 34.61-41.58 of [23] with the
same chosen host-image as observed from Table 1. In both compared schemes
with the smaller secret image embedded, all relevant information is embedded



110 S.-J. Wang | Appl. Math. Comput. 164 (2005) 99-116

-

(a) (b)
Fig. 5. The extracted images with sizes of 256 x 512 from Fig. 4(a)—(d): (a) mandrill, (b) peppers,
(c) jet, and (d) Lena.

o ‘ e e ?"h:' Ve

Fig. 6. Four stego-images after embedding Fig. 2(a)—(d) using the host-image of ‘jet’.
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Fig. 7. Four stego-images after embedding Fig. 3(a)—(d) using the host-image of ‘jet’.

into the host-image, so that they are a genuine data hiding procedure. Basi-
cally, what it boils down to in our scheme is that, no matter if the secret image
is of a larger or smaller size, they are all totally embedded into the host-image
without any extra information aid, such as the need of an auxiliary table. And,
in addition, sufficient free space remains after the completion of the hiding pro-
cedure. It is therefore concluded that our proposed scheme is feasible, flexible
(larger secret image or smaller secret image) and quality-stable for the diverse
host-image choices.

4.2. Computational aspect

Actually, in our scheme, before the bit-string B, goes into Phase 11, it is com-
pleted by encryption manner in order to promote the security. Here the DES
which is the popular symmetric cryptosystem, is assumed to be used in an
encryption/decryption manner. Therefore, let the total length of the By be L.
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Table 1
The PSNR comparisons between our scheme and [23] after embedding two kinds of image with size
of 256 x 512 and 256 x 256

Host-image  Scheme Secret image

Mandrill Peppers Jet  Lena The rest

capacity
(in bit)
Mandrill (a) [23] with size of 256 x 512 32.65 32.05 32.24 33.77 —
(b) [23] with size of 256 x 512 33.87 32.26  33.00 33.97 -
(c) [23] with size of 256 x 256 39.08 39.98 40.22 39.87 —
(d) [23] with size of 256 x 256 40.44 41.12  40.96 41.00 —

(e) Our scheme with size of 256 x 512 31.24 31.28  31.09 31.25 84019
(f) Our scheme with size of 256 x 256 44.07 44.08  44.03 44.07 84019

Peppers (a) [23] with size of 256 x 512 28.05 37.36  33.82 3582 -
(b) [23] with size of 256 x 512 28.45 38.59  34.68 36.93 —
(c) [23] with size of 256 x 256 37.01 39.80  38.81 39.09 —
(d) [23] with size of 256 x 256 36.15 41.15  39.89 40.28 -

(e) Our scheme with size of 256 x 512 31.60 31.65 3142 31.61 71871
(f) Our scheme with size of 256 x 256 44.37 4438 4431 44.39 71871

Jet (a) [23] with size of 256 x 512 28.05 38.69  35.25 3641 -
(b) [23] with size of 256 x 512 28.45 40.53  36.42 37.80 —
(c) [23] with size of 256 x 256 34.61 40.05  40.19 39.76 —
(d) [23] with size of 256 x 256 34.76 41.58  40.85 39.29 —

(e) Our scheme with size of 256 x 512 30.23 30.27  30.24 30.29 192738
(f) Our scheme with size of 256 x 256 42.94 4298 4292 42.93 192738

Lena (a) [23] with size of 256 x 512 28.02 37.47 3396 3575 —
(b) [23] with size of 256 x 512 28.31 38.35  34.53 36.54 -
(c) [23] with size of 256 x 256 37.25 39.44  38.99 39.17 -
(d) [23] with size of 256 x 256 37.03 40.31  39.77 39.94

(e) Our scheme with size of 256 x 512 31.28 31.33 31.05 31.27 69511
(f) Our scheme with size of 256 x 256 44.17 4420  44.08 44.18 69511

(a): Not included range table 1 (auxiliary table).

(b): Not included range table 2 (auxiliary table).

(c): Included range table 1 (auxiliary table).

(d): Included range table 2 (auxiliary table).

(e,f): Our proposed scheme (without auxiliary table).

Owing to the fact that the DES is operated in a 64-bit block, we therefore
denote the DES block computing time by DES(64). This way the computing
time for DES is measured as the form:

L
64
Examining our embedding procedure in Phase II, we find that the secret

images are two kinds of sizes, 256 x 512 and 256 x 256. The time measured is
further expressed as

CT, = [ ]DES(64). (17)
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192
CTs6 « 512 {%—‘ DES(64) = 128DES(64)
and
4096
CT 56 « 256 {64—‘ DES(64) = 64DES(64).

In general, the hard implementation for a cipher system is much faster than the
software implementation manner. For example, with the DES used in our
scheme, the rate of encrypting the block DES(64) is 1 Giga-bit per second in
hardware implementation [5]. In other words, there are 16.8 million blocks
per second being manipulated in the DES encryption process. As a result,
around 8 and 4 ps are required, respectively, for CTssg x 512 and CThsg x 256
in DES hardware implementation, which is extremely fast for hardware imple-
mentation. Then we consider the software implementation to encrypt DES.
According to relevant literature [17], the software implementation on an Intel
80486/33 MHz microprocessor required 2.6 million-bit per second, and 0.22
million-bit per second are required on a Motorola 68020/16 MHz microproc-
essor. As the evaluation in [17], if the Intel-PC system (with the slower Intel
80486/33 MHz microprocessor) is used for the test, the time required for
CTs6 x 510 and CThsg 5 256 1s around 3.15 and 1.58 ms, respectively. Accord-
ingly, there will be much fast to complete the pre-processing for encrypting
the secret image in now Intel-PC system. As a whole, the pre-processing with
the DES encryption for the embedding secret image is time-efficient as per
our analysis.

Let us move to the investigation of the computational requirement in Phase
IT and Phase III. Owing that our scheme is dominated by the operation of a
modulo-oriented mechanism to embed the secret image and extract the original
secret, the modulus operations become the main concerns in the time require-
ment. Consider the modulus operations in (1), (4), (15) and (16). Assuming
there are r pixels in the host-image chosen to embed the secret, where these cho-
sen pixels are assigned by using the pseudo-random-number generator manner.
Consequently there will be r*MOD(8) operations required in Phase II, and
Phase III, respectively, where MOD(8) denotes the modulus operation in
8-bit integer. Examine the modulus operation computation in 32-bit micro-
processors. Basically, the operation of MOD(32) is able to be completed within
a number of microseconds under a variety of 32-bit microprocessor architec-
tures [7,9]. It turns out that the computation of MOD(8) is completed in a very
short time. We further take a look at the number of r in the time requirement of
r* MOD(8). For convenience, r = 32768 is counted if the B; of secret image of
size 256 x 512 is processed in a block of 4-bit, which means that modulus m,/m;
in (1) and (3) is set as 16. In this way, the total computation time for the low-bit
modulus operations is still within a number of milliseconds by using a 32-bit
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based microprocessor. The efficiency of our proposed scheme is thus achieved
regarding executing time.

4.3. Security aspect

In this subsection, we investigate the security issue in our proposed scheme.
We examine our phases, to secure the secret embedding procedures which are
imposed on DES encryption in Phase I, and the generation of pseudo-random
pixels using seed SK in Phase II. First we discuss the security aspect of DES. As
a matter of fact, DES has become a popular manner to encrypt the block mes-
sage in now several commercial applications and encrypted products being
marketed for the sake of its simple, fast and secure guarantee. Therefore, we
also incorporate this popular cipher into our implementation of secret image
embedding. The encryption key in DES is 56-bit length in use. That is, the pos-
sibility is 1 in 2°° to obtain the correct one that we use. Assume a computer
which performs 1000 million instructions per second is adopted to find out
the correct key in our scheme. The computational time is around
060 s 365 —107 = oo ©OF more than 500-year so that the illegal attempt to
reveal the secret is not feasible within an acceptable computational time. Nev-
ertheless, there have been some attacks proposed for breaking the traditional
DES cipher, such as the differential cryptanalysis attack [3] and the linear
cryptanalysis attack [13]. However, these attacks are capable of being foiled
by some variations of DES [2], these variants can be implemented in existing
hardware so that their high speed and secure feature are both retained. There-
fore, the DES-like crypto-system is still sufficiently secure to be considered in
our scheme. Next, we consider the security manner of the pseudo-random-
number generator used to randomly choose the embedded pixel in the host-
image. In our scheme, the host-image is given as 512 x 512. The possible
combinations for this host-image to accommodate the secret images of the sizes
512x 256 and 256 x256 are P(512x 512 512x256) and P(512x 512,
256 x 256), respectively, where P(n,r) = o w denotes the number of r-permu-
tations of n distinct objects. The resulting comblnatlons are far greater than
256 of the previous number in DES cryptanalysis. That is to say, the possibility
to conjecture a right location distributed among the pixels of stego-image is
very low, so that an illegal attempt to locate the right one is time-consuming
and out of the limited computation time.

5. Conclusions

In this paper, a novel and efficient mechanism using a modulus operation to
incorporate the secret data (with image form) into a host-image was presented.
In our scheme, there are two kinds of capacity sizes with secret embedded
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images. The sizes are one half and one quarter the size of the host-image,
respectively. The two kinds of secrets are capable of being totally embedded
into a variety of host-images in our scheme so that only the stego-image is gen-
erated, i.e., we do not need to generate the auxiliary table used in the secret
extraction phase. As such a genuine secret embedding procedure is achieved
in our scheme when compared to previous literature. The main advantage in
our scheme is that the auxiliary table required in [23] is totally released. Fur-
thermore, the image qualities, after the secrets are embedded, remain quite high
under the criteria of PSNR measurements. In addition, the evaluated PSNRs
are quite stable for accommodating the diverse host-image adoptions, as
observed from our experiments. Also, in our scheme the computational com-
plexities are simply efficient in that the DES-like hardware/software implemen-
tation is fast, and the low-bit modulus operations are applied in the secret
embedding. At the same time, the security analysis shows that there is a low
possibility for breaking down the secret for anyone wanting to attempt to re-
veal the secret on purpose. Therefore, in this study, a truly secret scheme of
hiding a secret was achieved. It also satisfied the requirements of information
hiding in transparency, universality, capacity and security, except for robust-
ness. That is because we focused on the higher capacity in secret embedding.
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