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Q1. (5 points) What five types of malicious software do

you know? What is a Trojan horse?

How does it enter a victim computer?
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Q2 (6 points). What is One-Time Pad (OTP)? How does it work? Keys of what size are used in

OTP? Is OTP a block or stream cipher? Why OTP is considered unconditionally secure? '
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Q3 (11 points). Use Hill cipher to encrypt and decrypt back the message “ABC”, if the key
matrix

K=
17 17 3
21 18 21
2 2 19

,its invIe(r_sli is
4 9 15
15 17 6
24 0 17

and the alphabet is coded as follows:

dle|/f|g|H|i|j|k |l |m|n |o |p [qQ |r |s [t [u |V W ]|X |y |Z

3/4(5|/6(7 891011 |12({13(14|15]|16|17(18|19(20(21 22|23 2425




Check that the matrices are actually reciprocals; show necessary computations, give

explanations. What modulo value shall be used in the calculations? What is the block size for
that Hill cipher variant?

7 . ) 9 " '] | AQ,@() e
%‘{.@ﬁ% S SN /! wele 26 ( “6

- o : o~ f‘ 2 - l;",‘_ﬁ \ci e ] i"{'ti
o d {;Z 4 T el B Cgr o
L/{ ’sf ', [‘ Iy S (4{/‘ ) (ﬁ (f" \ (f,

£ . e 4
b & b ”r"a’vi\ ' &
Uy %v ae gt
Y
v

Sy Y
o . !{‘;{ 6 %\MIZG:
29 © |7

\ /442t A2 286
) ---'-'-f V. A M( ¢t 1561 &1 [~5+6

¥ e o b 228 )
/| :“U \am + 0427 b"m'f

pt
@ B
f’} N ," .‘J‘-i. \‘ - - \ &'{‘2\ -
N [ 7 | & FLet
- ' r’{ N ,‘ L":-_._ : i




Q4 (11 points). Apply DES Initial Permutation, IP
IP

585042342618 102
605244362820124
625446383022 146
64 5648403224168
574941332517 9 1
595143352719113
61 5345372921135
6355473931 23157

to the following binary string, BS, represented in hexadecimal:

BS=0x AB CD EF 01 23 45 67 89

Show your work, explain it, represent the result in hexadecimal

HINT: Use 8x8 matrix representation of the binary string, BS, similar to that of IP.




QS. (10 points) What is a ring? What is a field? Is rin

example of a

- r1ing
- field.

Prove that the examples are actually a ring and a field.
HINT:

T

Field
Integral domain

(A1) Closure under addition:
(A2) Associativity of addition:
(A3) Additive identity:

Group

(A4) Additive inverse:

Abelian group

(A5) Commutativity of addition:
(M1) Closure under multiplication:
(M2) Associativity of multiplication:
(M3) Distributive laws:

Commutative ring
Ring

(M5) Multiplicative identity:

{M6) No zero divisors:

(M7) Multiplicative inverse:

(M4) Commutativity of multiplication:

g a field? Why? Is field a ring? Why? Give

Ifaand b belong to 8, then a + b is also in §
ai(b+e)=(a+b)y+cforalla, b, cin §
There is an element 0 in R such that
a+0=0+a=aforallain§

For each a in S there is an element —a in S
suchthatu + (~a) = (~a) + « = 0
a+b=b+aforalla, bin s

If a and b belong to S, then ab is also in §
albe) = (ab)yeforall a, b, cin §
alb+c)=ab+actoralla, b, cin§

@+ b)}e=ac+beforalle, b, cin§
ab=baforalla, bin$

There is an element 1 in § such that
al=la=aforallain§

Ifa, bin S and ab = 0, then either
a=0orb=0

If a belongs to Sand @ 0, there is an
clement @~ in § such that aa=! = ¢~1g = |

Figure 4.1 Group, Ring, and Field






Q6. (8 points) Calculate 12**mod56, show your intermediate calculations



Q7. (6 points) What is a Greatest Common Divisor (GCD)? Find GCD(1234, 567) using
Euclid’s algorithm. Show your calculations.
HINT:

EUCLID(a,b)

1. A:=a; B:=b
2. if B=0 return A=gcd(a,b)
3. R=Amod B
4. A=B
5
6



Q8. (12 points) Use Extended Euclid’s Algorithm to calculate (x” + x+1)”" in GF(2%) with
m(x)= x" +x* +x* +x+1. Check correctness of your calculations by multiplication.

Show your intermediate results.
HINT:
EXTENDED EUCLID[m(x),b(x)]

1. [Al(x), A2(x), A3(x)]:=[1,0,m(x)]; [B1(x), B2(x), B3(x)]:=[0,1,b(x)];

if B3(x)=0 return A3(x)= gcd[m(x),b(x)]; no inverse

if B3(x)=1 return B3(x)= gcd[m(x),b(x)]; B2(x)=b(x)"! mod m(x)

Q(x):= quotient of A3(x)/B3(x)

[T1(x), T2(x), T3(x)]:=[A1(x)-QB1(x), A2(x) —-QB2(x), A3(x) -QB3(x)]

[Al(x), A2(x), A3(x)]:=[B1(x), B2(x), B3(x)]

[B1(x), B2(x), B3(x)]:= [T1(x), T2(x), T3(x)]

8. goto 2 / ( = ( o / )(:; %xﬂ)
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0xAB (in

Q9. (3 points) What is the result of AES S-box substitution, S(w), for w

hexadecimal). Give necessary explanations

HINT:
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Q10. (12 points) Use RSA to encrypt and decrypt back m=14 if N=77. Define yourself all
necessary ingredients of RSA, give necessary explanations
HINT:
RSA (Rivest-Shamir-Adelman, 1978) algorithm is an asymmetric encryption algorithm. To design
an encryption/decryption key pair, two large prime numbers, p and q, p # ¢, are selected, and an
integer, d, is chosen that is relatively prime to (p-1)(g-1) (d and (p-1)(g-1) have no common factors
other than 1). Finally, an integer e is computed such that
e-d=1l(mod(p-1)-(¢g-1))
One key is (e,N), and the other is (d,N), where N=p*q, and is referred to as the modulus.
For example, we might select p=7, and q=13. Then N=91, and (p-1)(q-1)=72. We can choose d=5
(which is relatively prime to 72) and e=29, because e*d=145 and
145 = 1(mod 72)

Then, one key is K;=(29,91) and the other is K»=(5,91). The message to be encrypted is broken
into blocks such that each block, M, can be treated as an integer between 0 and (N-1). To encrypt
M into the ciphertext block, B, we perform

B=M" (modN)
To decrypt B, we perform

M = B* (mod N)
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Q11. (6 points) What a digital signature is? How a hash function is used in the digital signature?
How a digital signature is verified? What a certificate is? What a Certificate Authority is? What

three checks are made to verify a certificate?
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Q12. (10 points). Given N=5, h(x)=(2*x+5)*mod17, what will be the initial record for the user A
in the Lamport’s One-Time Password scheme? What password shall be provided by A when the
first time being authenticated by the server, S, and what will be the new record of A in the S’s
database after the first successful A authentication. Give necessary explanations for your

answers.
HINT:

Initialization Procedure

The client selects a password, p,, a number, N, calculates

Py ="h F (po)>
where
R (x) = h(h' (x)),h° (x) = x.
The client securely delivers to the server (N, p, ), and the servers saves it into (
Counter, password ,Client _ID) tuple.

Authentication Procedure

When the client, C, requests authentication by the server, S, the following proceeds:

1. C -> S: C_ID //client sends his ID
2. S -> C: Counter(C_ID) //server responds by respective Counter value

3 C e S. C ID deCmmrer = hcounrerVI(po)
4.8:If h(pwd,,,,.,) == password(C _ID) then {
S authenticates C, and sets ( Counter, password ,_ID y=( Counter—1,pwd,.,,...C ID)

}
Else C is not authenticated —
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