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Introduction
This report documents the experiments conducted for CMPE455 Lab 3: ARP in Linux. The lab focuses on understanding the Address Resolution Protocol (ARP), its packet structure, and ARP spoofing using Linux tools and a custom C program (sendarp3.c). The following sections present the results of Experiments 1–9, including screenshots, answers to questions, and detailed explanations as required.

Experiment 1: Ifconfig

The ifconfig command was executed to display network interface details on both computers.

Screenshot of ifconfig output (e.g., Figure 1. Ifconfig output)
Question: What are the IPv4 and MAC addresses of your two computers?
Answer:


Experiment 2: ARP

The arp command was used to display the ARP table, listing IP-to-MAC address mappings.

Screenshot of ARP table
Question: How many hosts are in the table?
Answer: 

Experiment 3: Ping

The ping command was executed to send ICMP packets between the two computers, followed by rechecking the ARP table.

Screenshot of ping output

Screenshot of ARP table after ping
Experiment 4: Traceroute

The traceroute command was used to trace the path to www.google.com.

Screenshot of traceroute to www.google.com
Experiment 5: Wireshark

Wireshark was launched using sudo wireshark to capture network traffic.

Screenshot of Wireshark launch

Experiment 6: ARP Filtering

In Wireshark, an arp filter was applied to display only ARP packets, capturing an ARP request and reply.

Screenshot of ARP Request in Wireshark

Screenshot of ARP Reply in Wireshark

Experiment 7: ARP Reply Program

The sendarp3.c program was analyzed to understand its data structures and functions for sending ARP replies. The data structures, functions, and implementation of the program should be explained here or by comments inside the code found in Appendix 1 of the lab file.
Experiment 8: ARP Spoofing

The sendarp3.c program was executed to send 10 ARP replies from one host to another, spoofing the MAC address of the sender as 00:11:22:33:44:55.

Screenshot of sendarp3.c program launch and Wireshark output on sending host

Screenshot of Wireshark output and ARP table before and after spoofing on receiving host
Question: How is ARP spoofing made?

Answer:

Experiment 9: ARP Packet Analysis

Wireshark was used to capture ARP request and reply packets, and their Ethernet frame and IP packet structures were analyzed. 
Fill in all the fields of Ethernet  frame and ARP packet using the following structures (taken from  https://en.wikipedia.org/wiki/Ethernet_frame and https://en.wikipedia.org/wiki/Address_Resolution_Protocol):
Screenshot of ARP Request packet in Wireshark

	802.3 Ethernet packet and frame structure for ARP request

	Layer
	Preamble
	Start of frame delimiter
	MAC destination
	MAC source
	802.1Qtag (optional)
	Ethertype(Ethernet II) or length (IEEE 802.3)
	Payload
	Frame check sequence(32‑bit CRC)

	
	7 octets
	1 octet
	6 octets
	6 octets
	(4 octets)
	2 octets
	46‑1500 octets
	4 octets

	
	
	


	Internet Protocol (IPv4) over Ethernet ARP Request packet

	Octet offset
	0
	1

	0
	Hardware type (HTYPE)

	2
	Protocol type (PTYPE)

	4
	Hardware address length (HLEN)
	Protocol address length (PLEN)

	6
	Operation (OPER)

	8
	Sender hardware address (SHA) (first 2 bytes)

	10
	(next 2 bytes)

	12
	(last 2 bytes)

	14
	Sender protocol address (SPA) (first 2 bytes)

	16
	(last 2 bytes)

	18
	Target hardware address (THA) (first 2 bytes)

	20
	(next 2 bytes)

	22
	(last 2 bytes)

	24
	Target protocol address (TPA) (first 2 bytes)

	26
	(last 2 bytes)


Screenshot of ARP Reply packet in Wireshark

	802.3 Ethernet packet and frame structure for ARP reply

	Layer
	Preamble
	Start of frame delimiter
	MAC destination
	MAC source
	802.1Qtag (optional)
	Ethertype(Ethernet II) or length (IEEE 802.3)
	Payload
	Frame check sequence(32‑bit CRC)
	Interpacket gap

	
	7 octets
	1 octet
	6 octets
	6 octets
	(4 octets)
	2 octets
	46‑1500 octets
	4 octets
	12 octets

	
	
	
	


	Internet Protocol (IPv4) over Ethernet ARP Reply packet

	Octet offset
	0
	1

	0
	Hardware type (HTYPE)

	2
	Protocol type (PTYPE)

	4
	Hardware address length (HLEN)
	Protocol address length (PLEN)

	6
	Operation (OPER)

	8
	Sender hardware address (SHA) (first 2 bytes)

	10
	(next 2 bytes)

	12
	(last 2 bytes)

	14
	Sender protocol address (SPA) (first 2 bytes)

	16
	(last 2 bytes)

	18
	Target hardware address (THA) (first 2 bytes)

	20
	(next 2 bytes)

	22
	(last 2 bytes)

	24
	Target protocol address (TPA) (first 2 bytes)
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