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MT Exam questions Q1-Q3 (33 points):
[bookmark: Q1]Q1. (7 points).  What is the integrity security requirement? How encryption can be used to provide integrity? Bütünlük güvenliği gereksinimi nedir? Bütünlüğün sağlanmasında şifreleme nasıl kullanılabilir?
Integrity requirement means that only authorized users can change data. A hash of the message can be encrypted to protect the message data.

Q2. (13 points). For RSA with N=187, define its public and private keys and encrypt the plaintext M=5. Explain your answer, show intermediate calculations. N=187 olan RSA için genel ve özel anahtarlarını tanımlayın ve M=5 düz metnini şifreleyin. Cevabınızı açıklayın, ara hesaplamaları gösterin.
Hints:

To design an encryption/decryption key pair, two large prime numbers, p and q, , are selected, and an integer, d, is chosen that is relatively prime to (p-1)(q-1) (d and (p-1)(q-1) have no common factors other than 1). Finally, an integer e is computed such that 


One key is (e,N), and the other is (d,N), where N=p*q, and is referred to as the modulus.
For example, we might select p=7, and q=13. Then N=91, and (p-1)(q-1)=72. We can choose d=5 (which is relatively prime to 72) and e=29, because e*d=145 and 


Then, one key is K1=(29,91) and the other is K2=(5,91). 
EXTENDED EUCLID(m,b)
1. (A1,A2,A3):=(1,0,m); (B1,B2,B3):=(0,1,b);
2. if B3=0 return A3=gcd(m,b); no inverse
3. if B3=1 return B3 = gcd(m,b); B2= b-1 mod m
4. 
Q=
5. (T1,T2,T3):=(A1-QB1, A2-QB2, A3-QB3) //T=A-Q*B
6. (A1,A2,A3):= (B1,B2,B3)
7. (B1,B2,B3):= (T1,T2,T3)
8. goto 2
Solution: N=p*q=187=>p=11, q=17. Fi(N)=(p-1)(q-1)=10*16=160
Let e=3, then d=e^(-1) mod 160. Find it by EEA:
1. A=(1,0,160), B=(0,1,3)
Q=floor(A3/B3)=floor(160/3)=53
T=A-Q*B=(1-53*0,0-53*1,160-53*3)=(1,-53,1)
A=B
B=T
B3=1=>B2=-53 mod 160=107=d
Check it: e*d = 3*107 = 321 mod 160=1, OK
Encrypt C=M^e mod N = 5^3 mod 187 =125
Check its correctness by decryption:
Decrypt M’=C^d mod N = 125^107 mod 187
107=64+32+8+2+1
Find respective powers of C
125^2=625*25 mod 187 =64*25 mod 187 =320*5 mod 187 = 133*5 mod 187 =-54*5 mod 187 = -270 mod 187 = -83 mod 187 = 104
125^4 = 104^2 mod 187 =208*52 mod 187 = 21*52 mod 187 = 156*7 mod 187 = -31*7 mod 187 = -217 mod 187 = -30 mod 187 =157
125^8 = 30*30 mod 187 = 300*3 mod 187 = 113*3 mod 187 = 339 mod 187 =152 =-35
125^16 =35*35 mod 187 = 175*7 mod 187 = -12*7 = -84 mod 187 =103
125^32 = 84*84 mod 187 = 168*42 mod 187 = -19*42 = -399*2 mod 187 = -25*2 mod 187  =-50 mod 187 = 137
125^64 = 50*50 mod 187 = 250*10 mod 187 = 63*10 mod 187 = 210*3 mod 187 = 23*3 =69
M’=125^(64+32+8+2+1)=125^64*125^32*125*8*125^2*125 mod 187 = 69*50*35*104*125 mod 187 = 69*25*35*208*125 mod 187 = 69*25*35*21*125 mod 187 = 69*25*5*147*125 mod 187 = -69*25*5*40*125 mod 187 =-69*125*125*40 mod 187 =-69*104*40 mod 187 =-69*208*20 mod 187 =-69*21*20 mod 187 =-69*210*2 mod 187 =-69*23*2 mod 187 = -138*23 mod 187 =49*23 mod 187 = 7*161 mod 187 = - 7*26 mod 187 =-182 mod 187 =5=M, OK

Q3. (13 points). Explain how the SHA-512 constants are calculated (2 points). Calculate the first three hexadecimal digits (428) of the 1st constant (see Table 11.4) (4 points). SHA-512 sabitlerinin nasıl hesaplandığını açıklayın (2 puan). 1. sabitin ilk üç onaltılık basamağını (428) hesaplayın (bkz. Tablo 11.4). (4 puan).
Hints:
[image: ]

The constants are calculated from the first 80 prime numbers by taking 64 bits of the fractional part of their cubic roots. =1.2599210498948731647672106072782, it fractional part is 0.2599210498948731647672106072782. Convert it to hexadecimal by successive multiplication by 16: 0.2599210498948731647672106072782*16=4.1587367983179706362753697164517, hence the 1st digit is 4 as expected. 0.1587367983179706362753697164517*16=2.5397887730875301804059154632265, and the 2nd digit is 2 as expected. Next, 0.5397887730875301804059154632265*16=8.6366203694004828864946474116233m and the 3rd digit is 8 as expected.


After MT Exam questions Q4-Q10 (67 points):
Q4. (8 points). What for “no write-down” rule is used in Mandatory access control (MAC)? Zorunlu erişim kontrolünde (MAC) "yazma yasağı" kuralı ne için kullanılır?
Hints: From Lecture notes:
“BLP model is derived from the military multilevel security paradigm (Top secret, Secret, Confidential, Unclassified)
Each document has 1 out of 4 security levels, and each user has “clearance”, also 1 out of 4.
A document of a certain level can be accessed only by users with the same or higher clearance level, “no read-up” rule.
A user can write only in the documents of his or higher level of security, “no write down” rule, ‘*’ property.”
“BLP modeli askeri çok seviyeli güvenlik paradigmasından türetilmiştir (Çok gizli, Gizli, Gizli, Sınıflandırılmamış)
Her belgenin 4 güvenlik seviyesinden 1'i ve her kullanıcının da 4'ten 1'i olmak üzere "izni" vardır.
Belirli bir seviyedeki bir belgeye yalnızca aynı veya daha yüksek izne sahip kullanıcılar erişebilir, "okuma yok" kuralı.
Bir kullanıcı yalnızca kendi veya daha yüksek güvenlik seviyesindeki belgelere yazabilir, "yazma yok" kuralı, '*' özelliği.”
“No write-down” rule is used to counter the Trojan horse when a high-level user voluntarily launches a malicious program (thinking that it is benign) running on his/her privileges, thus able accessing high-level documents, and trying to write these data into low-level documents accessible for an attacker.


Q5. (11 points). DES cipher right half expanded input after XOR with the round key is 0x324567FD1134. What is the output of S3 in hexadecimal? Explain your solution. DES şifreleme algoritmasının sağ yarısı genişletilmiş giriş değeri, tur anahtarıyla XOR işleminden sonra 0x324567FD1134'tür. S3'ün onaltılık sistemdeki çıktısı nedir? Çözümünüzü açıklayın.
Hints: 
	Expansion/Permutation (E table)

	32
	1   2   3    4
	5

	4
	5   6   7    8
	9

	8
	9   10 11 12
	13

	12
	13 14 15 16
	17

	16
	17 18 19 20 
	21

	20
	21 22 23 24
	25

	24
	25 26 27 28
	29

	28
	29 30 31 32
	1




[image: ]
[image: ]
The input to S3 is the 3rd group of six bits (bits 13-18) from 0x324567FD1134. The first 24 bits are: 0110 0010 0100 0101 0110 0111. Bits 13-18 are 010101. Two end bits (012=1) define the row number of S3, and four middle bits (10102=10) define the column number on the cross of which S3 output is located which is 5 (indicated by arrow), or 0101 in binary.


Q6. (9 points) For , find a generator  of  and use it in your particular numerical example of the Diffie-Hellman key exchange (see Fig. 6.2 below). Show details of your calculations of the shared key, K, by the both parties. q=19 için, Z_19'un bir üreteci α'yı bulun ve bunu Diffie-Hellman anahtar değişiminin özel sayısal örneğinizde kullanın (aşağıdaki Şekil 6.2'ye bakın). Her iki tarafın da ortak anahtar K'yı hesaplamalarının ayrıntılarını gösterin.
Hints:
 is selected as a generator of .
	\
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	2
	2
	4
	8
	5
	10
	9
	7
	3
	6
	1

	3
	3
	9
	5
	4
	1
	3
	9
	5
	4
	1




[image: ]
Find a generator for :
	
	1
	2. 
	3. 
	4. 
	5. 
	6. 
	7. 
	8. 
	9. 
	10. 
	11. 
	12. 
	13. 
	14. 
	15. 
	16. 
	17. 
	18. 

	
	2
	4
	8
	16
	13
	7
	14
	9
	18
	17
	15
	11
	3
	6
	12
	5
	10
	1


Thus,  is a generator for 
Let XA=2, XB=3, YA=2^XA mod q = 4, YB=2^XB mod q =8
Then K calculated by Alice is YB^XA mod q = 8^2 mod 19 = 64 mod 19 = 7, and K calculated by Bob is YA^XB mod q = 4^3 mod 19 = 64 mod 19 = 7.

Q7 (8 points) Consider the CRC-32 code below: Aşağıdaki CRC-32 kodunu inceleyin:
Function CRC32
   Input:
      Data:  Bytes     Array of bytes
   Output:
      crc32: UInt32    32-bit unsigned crc-32 value
Initialize crc-32 to starting value
crc32 ← 0xffffffff
for each byte in data do
   nLookupIndex ← (crc32 xor byte) and 0xFF;
   crc32 ← (crc32 shr 8) xor CRCTable[nLookupIndex] //CRCTable is an array of 256 32-bit constants
Finalize the CRC-32 value by inverting all the bits
crc32 ← crc32 xor 0xFFFFFFFF
return crc32
Assume that Data = 0x123456. What is the value of  nLookupIndex in the 1st iteration of the loop? Show and explain your calculations? Verinin 0x123456 olduğunu varsayalım. Döngünün ilk yinelemesinde nLookupIndex'in değeri nedir? Hesaplamalarınızı gösterin ve açıklayın.
Byte=0x12, 
crc32 xor byte = 0xffffffff xor 0x12 = 0xffffffff xor 0x00000012 = 0xffffffed
ff xor 12 = 11111111 xor 00010010 = 11101101 = ed

(crc32 xor byte) and 0xff = 0xffffffed and 0x000000ff = 0x000000ed 
Hence, nLookupIndex=0xed= 14*16+13 = 237.

Q8. (10 points) Consider the following materials from the Lecture Notes: Ders Notlarından aşağıdaki materyalleri inceleyin:
“AES Key Expansion
The AES key expansion algorithm takes as input a 4-word (16-byte) key and produces a linear array of 44 words (156 bytes). The following pseudo code describes the expansion:
1. KeyExpansion(byte key[16], word w[44]){
2. Word temp;
3. For(i=0;i<4;i++) w[i]=(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3]);
4. For(i=4;i<44;i++){
5. Temp=w[i-1];
6. If(I mod 4 = 0) temp = SubWord(RotWord(temp)) XOR Rcon[i/4];
7. W[i]=w[i-4] XOR temp;
8. }
9. }”
What is the value of w[8] if w[4..7]={0x55551111, 0x11113333, 0x66660000, 0x11117777}. Show your calculations to get it, explain them. w[4..7]={0x55551111, 0x11113333, 0x66660000, 0x11117777} ise w[8]'in değeri nedir? Bunu elde etmek için yaptığınız hesaplamaları gösterin ve açıklayın.
Hints: “1. RotWord performs a 1-byte circular left shift on a word. This means that an input word [b0, b1, b2, b3] is transformed into [b1, b2, b3, b0].
2. SubWord performs a byte substitution on each byte of its input word, using the S-box (Table 5.4a)
3. The result of steps 1 and 2 is XORed with a round constant, Rcon[j]

The round constant is a word in which the three rightmost bytes are always 0. Thus the effect of an XOR of a word with Rcon is to only perform an XOR on the leftmost byte of the word. The round constant is different for each round and is defined as Rcon[j]=(RC[j],0,0,0), with RC[1]=1, RC[j]=2RC[j-1] and with multiplication defined over the field GF(28). The values of RC[j] in hexadecimal are 1. RotWord, bir kelime üzerinde 1 baytlık dairesel sola kaydırma gerçekleştirir. Bu, [b0, b1, b2, b3] giriş kelimesinin [b1, b2, b3, b0]'a dönüştürüldüğü anlamına gelir.
2. SubWord, S-box'ı kullanarak giriş kelimesinin her baytında bir bayt ikamesi gerçekleştirir (Tablo 5.4a)
3. 1. ve 2. adımların sonucu, bir yuvarlama sabiti olan Rcon[j] ile XOR'lanır
Yuvarlama sabiti, en sağdaki üç baytın her zaman 0 olduğu bir kelimedir. Bu nedenle, bir kelimenin Rcon ile XOR'lanmasının etkisi, yalnızca kelimenin en soldaki baytında bir XOR gerçekleştirmektir. Yuvarlama sabiti her tur için farklıdır ve Rcon[j]=(RC[j],0,0,0) olarak tanımlanır; burada RC[1]=1, RC[j]=2 RC[j-1] ve çarpma, GF(28) alanı üzerinde tanımlanır. RC[j] değerleri onaltılık sayı sisteminde şöyledir:

	J
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	RC[j]
	01
	02
	04
	08
	10
	20
	40
	80
	1b
	36



For example, suppose that the round key for round 8 is: EA D2 73 21 B5 8D BA D2 31 2B F5 60 7F 8D 29 2F. Then the 1st four bytes (1st column) of the round key for round 9 are calculated as follows: Örneğin, 8. tur için tur anahtarının şu olduğunu varsayalım: EA D2 73 21 B5 8D BA D2 31 2B F5 60 7F 8D 29 2F. Daha sonra 9. tur için tur anahtarının ilk dört baytı (1. sütun) aşağıdaki gibi hesaplanır:
	I(decimal)
	temp
	After RotWord
	After SubWord
	Rcon(9)
	After XOR
With Rcon
	W[i-4]
	W[i]=temp XOR w[i-4]

	36
	7f8d292f
	8d292f7f
	5da515d2
	1b000000
	46a515d2
	Ead27321
	Ac7766f3


“

[image: ]
Solution:
	I(decimal)
	temp
	After RotWord
	After SubWord
	Rcon(2)
	After XOR
With Rcon
	W[i-4]
	W[i]=temp XOR w[i-4]

	8
	0x11117777
	0x11777711
	82f5f582
	02000000
	80f5f582
	55551111
	D5a0e493


80f5f582 xor 55551111
1000 0000 1111 0101 1111 0101 1000 0010
Xor
0101 0101 0101 0101 0001 0001 0001 0001
=
1101 0101 1010 0000 1110 0100 1001 0011
=
D5a0e493

Q9. (15 points).  Consider  . For  find . Show your calculations. Give necessary explanations..'i ele alalım.   için  'yi bulun. Hesaplamalarınızı gösterin. Gerekli açıklamaları verin. 
Hints:
[image: ]
[image: ]
[image: ]
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g[image: ]
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Let  let’s find . Calculate 
Calculate . Use EEA:
1. A=(1,0, ), B=(0,1, )
2. Q=A3/B3=
	Dividend
	Divisor
	quotient

	
+  
                   
	
	

	
+

	
	

	
+

	
	

	1 remainder
	
	


T=A-Q*B=(1, ,1)
3. T3=1=>T2==
Check it: 
Hence, 


Hence,  present in Table 10.2

Solution:
Let  let’s find . Calculate 
Calculate . Use EEA:
1. A=(1,0, ), B=(0,1, )
Q=A3/B3=
	Dividend
	Divisor
	quotient

	
+  
                   
	
	

	 remainder

	
	


T=A-Q*B=(1, ,)
A=B==(0,1, )
B=T=(1, ,)
2. Q=A3/B3=
	Dividend
	Divisor
	quotient

	
+  
                   
	
	

	 
+


+

	
	

	1 reamainder
	
	


T=A-Q*B=(
, ,)
A=B=(0,1, )
B=T=(, ,)
     B3=1=>B2==
Check it: 
We use in checking above powers of g from the table of powers:
 , , , and  
Also, , and  since .
Hence, 


Hence,  present in Table 10.2

Q10. (6 points).  Consider Figs. 1-3 from the Lecture notes. Explain what is shown in each figure continuing its caption after “Explanation:” Ders notlarındaki 1-3 numaralı şekilleri inceleyin. Her bir şekilde gösterilenleri, "Açıklama:" kısmından sonraki başlığı da ekleyerek açıklayın.

[image: ]
Fig. 1 Explanation: It is a tubular lock with the key. Driver pins (blue) are pushed by the springs, and prevent the bolt (yellow) rotation crossing the shear line






[image: ]
Fig. 2 Explanation: A correct key is inserted aligning driver pins (blue) going at the shear line that allows rotating the inner tube




[image: ]
Fig. 3 Explanation: Rotation of the bolt (yellow) is shown for about 400. Key is rotated together with the key pins (pink)
.
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Figure 3.9 Calculation of F(R, K)
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