 (from W. Stallings, CRYPTOGRAPHY AND NETWORK SECURITY PRINCIPLES AND PRACTICE, FIFTH EDITION, 2011)
Elliptic Curves
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Figure 10.4 Example of Elliptic Curves
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Abelian group meets the following axioms:
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Let  let’s find . Calculate 
Calculate . Use EEA:
1. A=(1,0, ), B=(0,1, )
2. Q=A3/B3=
	Dividend
	Divisor
	quotient

	
+  
                   
	
	

	
+

	
	

	
+

	
	

	1 remainder
	
	


T=A-Q*B=(1, ,1)
3. T3=1=>T2==
Check it: 
Hence, 


Hence,  present in Table 10.2
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Elliptic Curve Cryptography
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Elliptic Curve Digital Signature Algorithm (from https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm) 
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For example, Equation (10.5) is satisfied fora = 1.6 = 1,.x =9,y =7,
p=2%
Pmod23 = (9 + 9 + 1)mod 23
49mod 23 = 739 mod 23
3=3

Now consider the set E,(a. b) consisting of all pairs of integers (x. ) that sat-
isfy Equation (10.5). together with a point at infinity O. The coefficients a and b and
the variables x and y are all elements of Z,.

For example, let p = 23 and consider the elliptic curve y? = x* + x + 1. In
this case.a = b = 1. Note that this equation is the same as that of Figure 10.4b.
The figure shows a continuous curve with all of the real points that satisfy the
equation. For the set Ex(1. 1), we are only interested in the nonnegative integers
in the quadrant from (0., 0) through (p — 1.p — 1) that satisfy the equation mod
p-Table 10.1 lists the points (other than O) that are part of Ex(1. 1). Figure 10.5
plots the points of Ex(1. 1): note that the points, with one exception, are symmetric
about y
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where

Yoty

Yo+
4. 10P = (xp.yp) then R = 2P = (xg,yg) is determined by the following rules:
xk=AN+A+a
Ye=xh+ (A+ 1)xg
where

A=xp+ 22
Pt
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