26.10.2026
Term Project Task
CMPE-552/CMSE512 “Database and File Security”
Fall-2026 (25 points)
1. The project concerns development of a distributed secure database application (deployed at least on two computers) for at least three user roles (e.g, Student, Academic advisor, and Chair). Database records shall be protected from unauthorized access by user access control (two-factor) and encryption by any symmetric cipher. Transmitted messages shall be protected from tampering with by RSA digital signatures.
2. Select a problem from the List of problems (see Appendix at the bottom of that document) and decide on your group mates (Term Project shall be made in groups of 2-4 people). Deadline is 02.11.2026 – up to this date you shall send me e-mail with your topic and team members. Each topic can be selected at most twice. Your choices will be posted on web. Although tasks may be repeated, task definition details and implementation shall not be exactly the same. Copying is not allowed, and will deserve 0 points for the project. Later specification of the topic and group will be penalized by 2 points subtraction from the possible maximum grade of 25 points for the project. 
3. Define details of the database selected by you.
4. Implement solution of your problem allowing accessing the database for reading and writing as a software application
5. Conduct tests with your application to validate its correctness
6. Prepare (in Word) a paper report on your assignment having: 
· outline, 
· detailed task formulation (user roles, their responsibilities, security means to be used, etc.) 
· description of the distributed secure database application
· description of algorithm for solving your task, 
· description of tools you used for implementation of your task and the way of their installation and preparation for usage
· description of developed program (parts of the program, ways of interaction, synchronization, etc.)
· user guide (how to use your program – what and where should be installed, launched, how it should be interpreted)
· description of conducted tests and their results with screenshots of the runs
· conclusion
· references on used sources (books, articles, web-sites, etc.)
7. All the Term Project-related materials (doc-file with your report, sources and executables of your application, database structure and content, results of your tests, and an instruction how to use your program) shall be archived and respective WinRAR file will be submitted via Teams
8. Reports shall be uploaded in Teams 28.12.2026, Monday, 9.00. Later submission will be penalized (2 points/day). 
9. Presentation of your working applications will be held in the period 29-30.12.2026. Presentation time will be specified on the report submission. The report will be assessed out of 8 points, and 12 points – for presentation of the working application and its explanation
10. Appendix contains a list of seven problems.

Appendix. List of problems
1. University student course registration system
2. University accounting salary subsystem
3. University accounting students’ payments subsystem
4. University library system
5. University medical center system
6. University security system
7. University inventory system


