MT Exam CMPE-553 14.11.2024 (90 min, 30 points)
St. Name, Surname______________________________________ St.Id#_____________
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Task 1. (10 points) Encrypt the plaintext “text” by the Hill cipher (5 points) and decrypt it back (5 points) for the key matrix  and the plaintext alphabet having 26 English letters. Check correctness of the inverse matrix by multiplication. Show details of your calculations, explain your answer.
Hints:
	a
	b
	c
	d
	e
	f
	g
	h
	i
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


C=EK(P)=KP mod 26
P= DK(C)=K-1C mod 26 = K-1KP = P
where C and P are column vectors of length n, representing the plaintext and ciphertext, K is nxn matrix, representing the encryption key, and K-1 is inverse of K.



	(1)

where - is a determinant of sub matrix of A, obtained by deletion of i-th row and j-th column, det(A) – determinant of A. Taking into account that we work with integers on modulo n, we rewrite (1):

	(2)

Let , then
det(A) =40+84+96-105-64-48=220-217=3
From (2):


















Thus, we get


and
[image: ]
Solution:
“text”=(19 4 23 19) ;
 

C=”xyqz”

, 

, , , , hence . Check correctness of :


Since a unity matrix is obtained, our calculation of  is correct.
Decryption: , 

Thus, . Hence, decryption is made correctly.
Task 2. (10 points) Assuming that the 48-bit round key K1 is 0x1CDEFF1CDEFF, and R0=0x12345678, calculate 4-bit output of the S-box S1. Show details of your calculations, explain your answer
Hints:
	[image: ]
		Expansion/Permutation (E table)

	32
	1   2   3    4
	5

	4
	5   6   7    8
	9

	8
	9   10 11 12
	13

	12
	13 14 15 16
	17

	16
	17 18 19 20 
	21

	20
	21 22 23 24
	25

	24
	25 26 27 28
	29

	28
	29 30 31 32
	1




	[image: ]

	
S1



The first 6 bits of Expansion/Permutation(R0) according to E table are R0(32,1,2,3,4,5)=000010. Then:




The first 6 bits used as input to S1 are 000100, they define row 01=1, and column 0010=2. The output of S1(1,2) is 7 that is “0111” in binary.

Task 3. (10 points)  Given the AES 128-bit plaintext P=0x123456789abcdef0123456789abcdef0 
and the 128-bit round key 
w[0,3]=0x23456789abcdef0123456789abcdef01,
calculate the first 16 bits of the results of the following transformations:
1) (5 points) Add round key (first 16 bits):
	1. 
	2. 
	3. 
	4. 
	5. 
	6. 
	7. 
	8. 
	9. 
	10. 
	11. 
	12. 
	13. 
	14. 
	15. 
	16. 

	0
	0
	1
	1
	0
	0
	0
	1
	0
	1
	1
	1
	0
	0
	0
	1




2) (5 points) Substitute bytes (first 16 bits):
	1. 
	2. 
	3. 
	4. 
	5. 
	6. 
	7. 
	8. 
	9. 
	10. 
	11. 
	12. 
	13. 
	14. 
	15. 
	16. 

	1
	0
	0
	1
	0
	0
	1
	1
	0
	0
	0
	1
	1
	0
	0
	0



Show details of your calculations, explain your answer
Hints:
[image: ]
[image: ]
[image: ]
Solution:
1) Apply add round key to P(1:16):
P(1:16)+w[0,3](1:16)=0x1234+0x2345=
0001 0010 0011 0100 +
0010 0011 0100 0101 = 
0011 0001 0111 0001 
2) Apply  Substitute byte to P(1:16)=0x1234
S(0x12)=0x93 = 1001 0011; S(0x34)=0x18 = 0001 1000

6

oleObject2.bin

image3.wmf
ij

D


oleObject3.bin

image4.wmf
n

D

A

A

ji

j

i

ij

mod

)

1

(

)

det(

1

+

-

-

=


oleObject4.bin

image5.wmf
÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

8

6

3

8

5

2

7

4

1

A


oleObject5.bin

image6.wmf
4

,

10

mod

2

10

mod

8

48

40

3

1

11

1

11

=

=

-

=

-

=

-

-

A

A


oleObject6.bin

image7.wmf
0

,

10

mod

0

10

mod

10

)

42

32

(

3

1

21

1

21

=

=

=

-

-

=

-

-

A

A


oleObject7.bin

image8.wmf
9

,

10

mod

7

10

mod

3

35

32

3

1

31

1

31

=

=

-

=

-

=

-

-

A

A


oleObject8.bin

image9.wmf
6

,

10

mod

8

)

24

16

(

3

1

12

1

12

=

=

-

-

=

-

-

A

A


oleObject9.bin

image10.wmf
9

,

10

mod

7

10

mod

3

10

mod

13

21

8

3

1

22

1

22

=

=

-

=

-

=

-

=

-

-

A

A


oleObject10.bin

image11.wmf
2

,

10

mod

6

)

14

8

(

3

1

32

1

32

=

=

-

-

=

-

-

A

A


oleObject11.bin

image12.wmf
9

,

10

mod

7

10

mod

3

15

12

3

1

13

1

13

=

=

-

=

-

=

-

-

A

A


oleObject12.bin

image13.wmf
2

,

10

mod

6

)

12

6

(

3

1

23

1

23

=

=

-

-

=

-

-

A

A


oleObject13.bin

image14.wmf
9

,

10

mod

7

10

mod

3

8

5

3

1

33

1

33

=

=

-

=

-

=

-

-

A

A


oleObject14.bin

image15.wmf
÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

-

9

2

9

2

9

6

9

0

4

1

A


oleObject15.bin

image16.wmf
÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

=

÷

÷

÷

ø

ö

+

+

+

+

+

+

+

+

+

+

+

+

ç

ç

ç

è

æ

+

+

+

+

+

+

=

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

-

1

0

0

0

1

0

0

0

1

10

mod

151

100

40

130

81

30

100

70

31

10

mod

72

16

63

54

10

36

27

4

9

16

72

42

12

45

24

6

18

6

72

0

28

54

0

16

27

0

4

9

2

9

2

9

6

9

0

4

8

6

3

8

5

2

7

4

1

1

AA


image17.wmf
ji

j

i

ji

j

i

ij

D

K

D

K

+

+

-

-

=

-

=

)

1

(

)

det(

/

)

1

(

1


oleObject16.bin

image18.wmf
3

)

1

(

11

1

1

1

11

=

-

=

+

-

D

K


oleObject17.bin

image19.png
4——32 bits——= 32 bits——

28 bits—- 28 bits—-

Ci-t Dt

Left shift(s) I

()

Figure 3.8 Single Round of DES Algorithm




image20.png
®

Figure 3.9 Calculation of F(R, K)




image21.png
Tuble 1.3 Definition of DES §-Bowes.
PR e
MR e
il e BN e e s o
' el B S S






image22.png
ing | ing | ing |in,, 500 | Sou | %02 | 0 S00 | Sou | %02 | 0 outy | out, | outy |out,,)

iny ing | inyy sio | Su | 12 | s1s sio | S | S | s1s outy | outs | outy |out,y)
- [ >

iny | ing | inyg | inyy $20| 521 $20 | S21 | 822 | 525 outy | outg |outyg|out,|

ing | iny |iny | ins s30 | S | S22 s30 | Sa1 | 832 | s2s outy | outy |outy |out,|

() Input. state arr

kg | kix

ko | kiz

Waz | Way
ko | ke | Kao [ ki

by | ke | K | ks

(b) Key and ex

nded key

Figure 5.2 AES Data Structures




image23.png
S-box

(a) Substitute byte transformation

w

(b) Add Round Key Transfo





image24.png
Table 5.4 AES 5-Boxes

@ Sbox

JO0 T N I S I A I B I A
T A NErs e AR I I I T T e A R e
' Jca [ [0 [0 [ [ 5 [ 7 | [ap | D+ [a2 [ ar [oc [as[ 72 [0
N A N R T T Il ) T T I T
5 Jos [ oo [ [ s o6 [os [on o7 12w |2 [m]o|m]os
I T A S A T T T N N T
3N I ST IR A T T A I N el I
& Do [ e [an 1B [ [ap [ 5 [ 85 [ 5 [0 0o [ [0 [3c [or [as
7 |t [ [0 [ s [ [ob [ s [ vs [c | be [oa |2 [0 [ [ [ oo
(N S S N A O I I I I B I
T N TN T e N I N T A
A |0 [ 52 [3x [ o [ [ o6 [ 24 [ 5c [ca|os [ac| e [or [os w7
[ I S I I I I I I N S N S
C B[ 78 [ 25 |2 [ ic [ A6 | B | o |68 [ob [ 7 [iF |48 B0 s | s)
D [ 70 |36 | Bs | o6 | 48 |03 | o |06 [ [ 35 |5 [ w08 [or [ o
T A A O T N A I el I I E
T S N A N T A I T e e A B





image1.wmf
÷

÷

÷

ø

ö

ç

ç

ç

è

æ

=

-

33

23

13

32

22

12

31

21

11

1

a

a

a

a

a

a

a

a

a

A


oleObject1.bin

image2.wmf
)

det(

/

)

1

(

1

A

D

A

ji

j

i

ij

+

-

-

=


