CMSE-492 MT Exam 30.05.2018 (150 min, 30 points)
St. Name, Surname______________________________________St.Id#_____________

Instructor Alexander Chefranov
Open book, open notes
Calculators are allowed, use of other electronic devices is not allowed
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Task 1. (3 points) Embed secret bits from  S=’AB1’ in hexadecimal to the cover image, CI=(5,111) by Wang’s Modulo operator method using T=160, ml=16, mu=32. Check correctness of embedding by extraction. Show details of your calculations, give necessary explanations.
Hints: 
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P1=5<T=160 => EC=log2ml= log216=4, RES=p1 mod ml=5 mod 16 = 5
The secret is AB1 in hexadecimal that is 1010 1011 0001 in binary. Taking EC=4 next bits from the secret, we have DEC=1010 =10 in decimal. Hence, by (5), D=|RES-DEC|=|5-10|=5. As far as p1=5<ml/2=8, we apply Case 1. 1, (6):
P1’=0+DEC=10.
Check embedding in p1 by extraction from p1’. Since p1’=10<T=160, we apply (15):
RES= p1’ mod ml = 10 mod 16 = 10, and convert to binary with EC=log2ml= log216=4 bits: 1010 that is A in hexadecimal equal to the data embedded into p1.
Now embed into p2=111. Since  P2=111<T=160 => EC=log2ml= log216=4, RES=p2 mod ml=111 mod 16 = 15.  Taking EC=4 next bits from the secret, we have DEC=1011 =11 in decimal. Hence, by (5), D=|RES-DEC|=|15-11|=4. As far as ml/2=8<=p2=111<T-ml/2=152, we apply Case 1. 2. Since D=4<=ml/2=8, we apply (10), AV=D=4. Since RES=15>DEC=11, 
P1’=p1-AV=111-4=107.
Check embedding in p1 by extraction from p1’. Since p2’=107<T=160, we apply (15):
RES= p2’ mod ml = 107 mod 16 = 11, and convert to binary with EC=log2ml= log216=4 bits: 1011 that is B in hexadecimal equal to the data embedded into p2.



Task 2. (3 points) Embed secret bits from  S=’AB1’ in hexadecimal into the cover image, CI=(5,111) by Wu and Tsai Pixel-value differencing method using ranges R1=[0,7], R2=[8,15], R3=[16,31], R4=[32,63], R5=[64,127], R6=[128,255]. Before embedding, check that the pixel pair is to be used/not used for embedding. 
Extract the data embedded.  Before extraction, check the pixel pair for the abandonment condition; check that the condition returns exactly the same result as it was when checking for embedding this pair. Show details of your calculations, give necessary explanations.
Hints: 
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D=p2-p1=111-5=106>0 belongs to R5=[64,127], hence, the number of bits for embedding, n=log2(uk-lk+1)=log2(127-64+1)=log2(64)=6. Secret AB1 in hexadecimal is 1010 1011 0001 in binary, hence, we need embedding b=101010=32+8+2=42 in decimal. According to (1), d’=lk+b=64+42=106. Before embedding, we check for the falling-off-boundary condition with m=uk-d=127-106=21. We apply inverse difference function (2):
F((p1,p2),m)=f((5,111),21)=(p1-floor(m/2), p2+ceiling(m/2))=(5-10,111+11)=(-5,122)
Since p1’=-5<0 falls-off boundary, the pair (5,111) is not used for embedding. In the extraction process, exactly the same check is conducted, and due to the falling off boundary, the pair is not used for extraction.



Task 3. (3 points)  Embed secret bits from  S=’AB1’ in hexadecimal into the cover image, CI=(5,111) by Khodaei et al. Hybrid method. Extract the data embedded from the stego pixels. Show details of your calculations, give necessary explanations.
Hints:
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The both pixels, (p1,p2), are less than 192, hence Case 1 is applied, with 3 LSB embedding into each pair pixel. Our secret is AB1 in hexadecimal, and 1010 1011 0001 in binary. The first 3 bits, s1=101= 5, are embedded into p1: p1’=p1- (p1 mod 8)+s1=5-5+5=5. The next three bits, s2=010=2 are embedded into p2: p2’=p2-(p2 mod 8) +s2= 111-7+2=106.
Check the embedding by extraction. (p1’,p2’)=(5,106) are both less than 192. Hence, we apply by Case 1, 3 LSB extraction from the pixels: s1’= p1’ mod 8 = 5 mod 8 = 5=101 that is equal to s1. And s2’=p2’ mod 8 = 106 mod 8 = 2 =010 =s2. Thus, we have correctly embedded the data 101 010 from the secret stream AB1. 

Task 4.  (3 points) Consıder a 2x2 mask  and its negation, -M.
Consider the grayscale image, I, below having 2 rows and 4 columns:
	
	Col1
	Col2
	Col3
	Col4

	Row1
	10
	120
	251
	101

	Row2
	201
	112
	14
	100



Specify 2 pixel groups, G1, G2 for M. Classify the groups as RM, SM, R-M, S-M, UM, U-M. Show details of your calculations, give necessary explanations
Hints:
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[image: ]
[image: ]

[image: ]
G1=,  G2=
Calculate the discrimination function (1) for G1 and G2:
f(G1)=|G1(1,2)-G1(1,1)|+ |G1(2,2)-G1(2,1)|=|120-10|+|112-201|=110+89=199
f(G2)=|G2(1,2)-G2(1,1)|+ |G2(2,2)-G2(2,1)|=|101-251|+|100-14|=150+86=236
Calculate now flipping function under mask M for G1 and G2:
FM(G1)=
FM(G2)=

Calculate now flipping function under mask -M for G1 and G2:
F-M(G1)=
F-M(G2)=
Calculate now f(FM(G1)) and f(FM(G2)):
f(FM(G1))=f=|121-10|+|112-200|=111+88=199
f(FM(G2))=f=|100-251|+|100-15|=151+85=236
Since f(G1)=199 and f(FM(G1))=199, under mask M, G1 is unusable, G1 belongs to UM
Since f(G1)=236 and f(FM(G2))=236, under mask M, G2 is unusable, G2 belongs to UM

Calculate now f(F-M(G1)) and f(F-M(G2)):
f(F-M(G1))=f=|119-10|+|112-202|=109+90=199
f(FM(G2))=f=|102-251|+|100-13|=149+87=236
Since f(G1)=199 and f(F-M(G1))=199, under mask -M, G1 is unusable, G1 belongs to U-M
Since f(G1)=236 and f(F-M(G2))=236, under mask -M, G2 is unusable, G2 belongs to U-M




Task 5.  (6 points) Consider the grayscale image, I, below having 2 rows and 4 columns:
	
	Col1
	Col2
	Col3
	Col4
	Col5
	Col6
	Col7
	Col8

	Row1
	10
	120
	251
	141
	105
	215
	211
	101

	Row2
	120
	100
	141
	105
	13
	176
	215
	111


Define pixel value differences (PVD) and their frequencies in the image.  Arrange your results as table:
We calculate PVD for each consecutive pair: d=p(i+1)-p(i), and for each difference value, count how many times it appears, and record it:
	PVD
	110
	-110
	-20
	-36
	163
	-104
	
	

	frequency
	2
	2
	1
	1
	1
	1
	
	


For pixel values, define their frequencies. Arrange your results as a table:
Pixel values are considered, and the number of appearances of each pixel value is recorded:
	Pixel value
	10
	120
	251
	141
	105
	215
	211
	101

	Frequency
	1
	2
	1
	2
	2
	2
	1
	1

	
	
	
	
	
	
	
	
	

	Pixel value
	100
	13
	176
	111
	
	
	
	

	Frequency
	1
	1
	1
	1
	
	
	
	





Show details of your calculations. Give necessary explanations.











Task 6.  (6 points) For the grayscale image 
	
	Col1
	Col2
	Col3
	Col4

	Row1
	10
	120
	251
	101

	Row2
	201
	112
	14
	100



calculate matrices  and . What are the sizes of  and ? Why? Show details of your calculations. Give necessary explanations. Set T=2.
Hints:

[image: ] having 2 rows and 3 columns is calculated as follows:
	
	Col1
	Col2
	Col3

	Row1
	-110
	-131
	150

	Row2
	89
	98
	-86


We subtract the next element in a row from the previous one. Three columns are used because the last column in the image having the next column in the image is column number three.
For T=2, the matrix  has 5 rows and 5 columns corresponding to the possible difference values under consideration, -2,-1,0,1,2. For  calculation we use the first two columns of  for counting v, and the 2nd and 3rd columns for counting u.
As far as all the counts for v in the range -2..2 are all zeroes: 
CountV(-2)= CountV(-1)= CountV(0)= CountV(1)= CountV(2)=0
the resulting matrix, , is
	0
	0
	0
	0
	0

	0
	0
	0
	0
	0

	0
	0
	0
	0
	0

	0
	0
	0
	0
	0

	0
	0
	0
	0
	0











Task 7.  (6 points) For the grayscale image from Task 4, use EMD method to embed secret ‘AB1’ in hexadecimal using L=12, n=4. Define number K of (2n+1)-ary digits in a block. Show details of your calculations. Check correctness of embedding by extraction. Give necessary explanations.
Hints:
[image: ]
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(2n+1)K>=2L, 9K>=212, hence, K=ceiling(12/log2(9))=ceiling(12/3.169)=ceiling(3.786)=4
Secret S=AB1 in hexadecimal contains exactly 12 bis: S=1010 1011 0001. Hence, we convert AB1 to decimal:
S=10*256+11*16+1=2560+176+1=2737
Now, convert S to 9-ary system:
2737=9*304+1
304=9*33+7
33=9*3+6
3=9*0+3
Hence, in 9-ary system, S=3671=3*93+6*92+7*9+1=3*729+6*81+63+1=2187+486+64=2187+550=2737
[bookmark: _GoBack]Hence, we need embedding the digits 3671 into 4-pixel groups of the image
	
	Col1
	Col2
	Col3
	Col4

	Row1
	10
	120
	251
	101

	Row2
	201
	112
	14
	100


From Task 4. Since, the image has only 2 pixel groups, only 2 digits out of 4 can be embedded into it:
The first digit, d=3, we embed into G1=(10 120 251 101)
Extraction function (3) is
F(G1)=(10*1+120*2+251*3+101*4) mod 9 = (1+3*2+8*3+2*4) mod 9 = (7+24+8) mod 9 = 3
Since s=d-f mod 9 = 0, no change is done to G1: G1’=G1. To extract data from G1’, we calculate F(G1’)=F(G1)=3=d, thus the digit  extracted is the same as the digit embedded.
Now d=6, and  G2=(201 112 14 100)
We calculate
F(G2)=(201*1+112*2+14*3+100*4) mod 9 = (3+4*2+5*3+1*4) mod 9 = (11+19) mod 9 = 3
S=d-f mod 9 = 6-3 mod 9 =3. Hence, we increment G2(3) to get G2’=(201 112 15 100)
We check correctness of embedding by calculating the extraction function:
F(G2’)=(201*1+112*2+15*3+100*4) mod 9 = (3+4*2+6*3+1*4) mod 9 = (11+22) mod 9 = 6
Thus, we extract the correct digit, d=6.
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