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[bookmark: Q1]Task 1. (25 points). 
A) (5 points) What a message authentication code (MAC) is?

MAC is a hash of the message concatenated with a secret key;


 
B) (5 points) What for is MAC used?  
MAC is used for the message authentication





C) (5 points) How MAC is calculated by a sender? 

MAC(M,K)=hash(M||K)




D) (5 points) What is sent by a sender to protect a message by MAC? 

A sender sends a two-component packet: (M, MAC(M, K))





E) (5 points) How does a receiver verify the message authenticity protected by MAC?
On receipt of the packet (M’, MAC’), a receive verifies it by checking: hash(M’||K)==MAC’. If yes, it is authentic and accepted, otherwise, rejected.





Task 2. (25 points). 
A) (5 points) What for passwords are used? 
The passwords are used for users authenticaion




B) (5 points) Why passwords are considered as sensitive information? 
Passwords are considered sensitive information because if becoming known to hackers they can be used for masquerading attack.





C) (15 points) Enlist five attacks on passwords
1) Dictionary attack
2) Stealing paper with a password written
3) Social security pretexting technique
4)  Social security quid pro quo technique
5)  Use of the spyware (keylogger)


Task 3. (25 points). Given DES 64-bit master key as an 8-character string “DeS kEy1”, what is the result of Permuted choice 1 (PC-1) in binary and hexadecimal? To answer, fill in blanks in the Answer section below. Explain your answer. 
Hints:
[image: ASCII Table]
	[image: ]
		Permuted Choice 1 (PC-1)

	57 49 41 33 25 17 9
1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36

	63 55 47 39 31 23 15
7 62 54 46 38 30 22
14 6 61 53 45 37 29
21 13 5 28 20 12 4




	
	




Task 3 Answer Section:
a) (5 points) Secret key in hexadecimal: DeS kEy1 = 0x44 65 53 20 6b 45 79 31_
b) (7 points)  Secret key in binary: 


	
	1
	2
	3
	4
	5
	6
	7
	8

	1
	0
	1
	0
	0
	0
	1
	0
	0

	2
	0
	1
	1
	0
	0
	1
	0
	1

	3
	0
	1
	0
	1
	0
	0
	1
	1

	4
	0
	0
	1
	0
	0
	0
	0
	0

	5
	0
	1
	1
	0
	1
	0
	1
	1

	6
	0
	1
	0
	0
	0
	1
	0
	1

	7
	0
	1
	1
	1
	1
	0
	0
	1

	8
	0
	0
	1
	1
	0
	0
	0
	1


c) (8 points) Result of PC-1 in binary:
	
	1
	2
	3
	4
	5
	6
	7

	1
	0
	0
	0
	0
	0
	0
	0

	2
	0
	0
	1
	1
	1
	0
	1

	3
	1
	1
	1
	1
	0
	1
	1

	4
	0
	1
	0
	1
	1
	0
	0

	5
	0
	0
	0
	1
	0
	1
	0

	6
	0
	0
	0
	1
	0
	0
	0

	7
	1
	1
	0
	1
	0
	1
	0

	8
	0
	0
	0
	0
	1
	0
	0



d) (5 points) Result of PC-1 in hexadecimal: 0x0077dac1423504________________
Task 4. (25 points). Given 128-bit AES plaintext block as a 16-character string P=“1234567890abcdef” and the 1st round key as also a 16-character string K1=“0123456789abcdef”, what is the value of the first two bytes of the transformed plaintext after AddRoundKey and SubstituteBytes transformations.  Give your answers in the Answer Section below. Show your calculations, give necessary explanations.
Hints:
ASCII Table is given in the hints to Task 3.
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Task 4 Answer Section:
a) (4 points) Plaintext in hexadecimal form as a 1D array
0x__31323334353637383930616263646566______

b) (4 points) Plaintext in hexadecimal form as a state array
	0x_31_
	0x_35_
	0x_39_
	0x_63_

	0x_32_
	0x_36_
	0x_30_
	0x_64_

	0x_33
	0x_37_
	0x_61_
	0x_65_

	0x_34_
	0x_38_
	0x_62_
	0x_66_



c) (4 points)  Round key K1 as a 1D array
0x_30313233343536373839616263646566_________

d) (4 points) Round key K1 as a 4x4 matrix
	0x_30_
	0x_34_
	0x_38_
	0x_63_

	0x_31_
	0x_35_
	0x_39_
	0x_64_

	0x_32_
	0x_36_
	0x_61_
	0x_65_

	0x_33_
	0x_37_
	0x_62_
	0x_66_



e) (5 points) The first two bytes calculated: 
1st byte: 0x31+0x30=0x01____=>7c____________ 

2nd  byte: 0x31+0x32=0x03____=>7b____________


f) (4 points) The first two bytes calculated in the proper places of the output state array
	0x_7c_
	0x__
	0x__
	0x__

	0x_7b_
	0x__
	0x__
	0x__

	0x__
	0x__
	0x__
	0x__

	0x__
	0x__
	0x__
	0x__
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Dec HxOct Char Dec b Oct Himl Chr |Dec b Oct Himi Chr| Dec Hx Oct Himl Chr
0 0000 WL (null) 32 20 040 #32; Space 64 40 100 c#64; D | 96 60 140 cf36;
1 1001 S0H (start of heading] 33 21 04l f33; ! 65 41 101 a#65; A | 97 61 1al «f97; 2
2 2002 5TX (start of text] 3422 042 «#34; © |66 42 L0z a#66; B | 95 62 14z of38; Db
33003 ETX (end of text] 3523 043 &f35; § |67 43 103 a#67; C | 99 63 143 cfss;
4 4004 EOT (end of rransmission] | 36 24 044 64367 ¢ | 68 44 104 af68; D |100 64 144 6#100; d
5 5005 ENQ (enquiry) 3725 045 &37: % |69 45 105 a#69; £ |10l 65 145 <flOL; &
6 6006 ACK (acknowledge] 38 26 045 <38; < |70 45 106 a#70; F |102 66 145 cfl02; ©
7 7007 EEL (bell] 39 27 047 #39; 7L 47 107 4717 G 103 67 147 103; o
8 8010 B5 (backspace) 40 28 050 <f40: (|72 48 110 &#72; H |104 65 150 <f104; b
5 9 0LL TB (horizontal tab) 4l 25 051 fal; ) 73 49 111 a#73; T |105 69 151 <fl0S; i
10 A 012 LF (L Line feed, new line]| 42 2A 052 &#42; * | 74 4k 112 <74 J |106 6h 152 a#l0s; 1
11 B O3 VT (vercical tab] 43 2B 053 af43: + |75 4B 113 a#75; K |107 6B 153 <fl07;
12 COL4 FF (NP form feed, new pagel| 44 2€ 054 6#44; , | 76 4C 114 a#76; L [108 6C 154 cf108;
13 D05 (R (carriage retum) 45 2D 055 af45: - |77 4D LL5 a#77; U |109 6D 155 <109 m
14 E 06 50 (shift out) 46 2E 056 cfd6; . 78 4E 116 &#78; I |10 6E 156 <fLL0; 1
15 F 017 51 (shift in] 47 2F 057 «§47: /|79 4F 117 #79; 0 |11 6F 157 cfllL; 0
16 10 020 DLE (data Link escape] 48 30 060 &f48: 0 |80 50 120 a#S0; P |11z 70 160 cfli2; D
17 11 021 DCL (device control 1] 49 3L 06L af49: 1 |6l 5L L2L a#Sl; 0 113 71 161 fl13: o
18 12 022 DC2 (device control 2) 5032 062 aS0; 2 |62 52 Loz a#82; R 114 72 162 cfllA; ©
15 13 023 DC3 (device control 3] 5133 063 afSl: 3 |83 53 123 a#83; 5 |115 73 163 cfLLS: =
20 14 024 DC4 (device control 4] 5234 064 <52: 4 |84 54 124 #84; T |16 74 164 fLl6; ©
21 15 025 IAK (negative acknowledge] | 53 35 D65 6#53; 5 | 85 55 125 af85: U [117 75 65 6f117; u
22 16 026 571 (synchronous idle] 54 36 066 f54; 6 |66 56 26 a#86; V 115 76 166 cfLL8: v
2317 027 ETE (end of trans. block] | 55 37 087 6#SS: 7 | 87 57 127 af87: U [119 77 167 afllo; w
24 18 030 CAN (cancel] 56 38 070 «56: 8 |88 58 130 a#88; X |120 78 170 cf120; x
2519 03L ENl (end of medium] 5739 07L a57: 9 |89 59 13l a#89; ¥ 121 79 171 12l ¥
26 1 032 SUB (substitute) 58 34 072 afS8: 50 5k 132 #90; 2 |122 7A 172 €f122; Z
27 1B 033 ESC (escape] 593 073 59 ; | 9L 5B 133 a#9l: [ 123 7B 173 ef123; {
28 1C 034 75 (file separator] 60 3C 074 af60; < |92 SC 134 6#92; \ |124 7C 174 f124; |
29 1D 035 65 (group separator] 6L 3D 075 af6l: 93 5D 135 a#93; 1 125 7D 175 efl2s: |
530 IE 036 RS (record separator] 62 3E 076 f62; > |94 SE 136 a#94; * 126 7E 176 cfl26; -
3L 1F 037 U5 (unit separator] 63 3F 077 «63; 2 | 95 SF 137 a#95; _ |127 7F 177 ef127; DEL
Source: www.LookupTables .com
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